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(1 R-SYIVU-]

HLR—bTE 2025 F 6 BHRCAEUARL RIBIEREF1IT1(CET2HM R, FLENSZEDEIREOZEED
PHSHHCEEEEZSND MY 3 REEY., £EDTEDTHD. FMEYVIDESRUTOESDTHS.,

£ 18 Al I-21> MFROFZRER : Copilot TOJUWIIRE]

« 2025 £ Microsoft 365 Copilot(#8ffkmiF AI I->1>0 M) ICHWT. Al I-1> ML O IE %R
BIHEICT BYH TOMESSIEI CVE-2025-32711 IMAFRSNTZ,

o COWEFA—TYyMUDABDITENAREFE T IEX— )N EEINZBROHDIER(TOVTN)(CEOTAI L
-1 MEBRU. T — 5% BBICHMNIBANIXREE TS, NI, FERDI NEZERITINEE INSTAL ZERIINEE |
NOWBARMRERIZRU TS,

o Al I->1> hOIBENREBEZ BRI, {IEROTF YT IR TEBHSENEEL L,

58 2 & [EU (CELB T/ —EHRDIHE DNS H—-EXJ
« 2025 £ 6 A. EU (FRMES)(E. KEK IT RENMERHRHU TOBI/TTv) DNSICHEIFZ TSNS —1R
ENADBEZDEEONS. B D DNS H—EXIDNS4EU | Dt zRaiaU,
» DNS4EU (& GDPR (CEHMIZTS5ANS —REICHIZ T, BEDHZ8S% DNS JOvF > (Lo TERI 2L
RECFIUTHEEEEEERINTHD. FIANLEZINEEEINS.
o BATREINET. BIEEOWEICIKANT NS DNS JOvH> I (O UTIEEREAHNESN TSN, BEEHY
HAN-BBABERNRIIUZCET. DNSAEU OLSREDFAH DV TARETEN B AIRE 4N DD,

% 38 REBERNFIT71OARERREL]

« 2025 € 6 A 13 H. RN\ 71 OB SRELL. £/\3T7AERD(CAEETS 740 HHOEA
T—ANREES N,

o WEOFEIHE LBNCRILIIT (CRERU TWEBASIE OlRREHSNTHED, TDIHARANSEHHSNTHY
SREAFUIRZBEND . NST7AOBATHEADS AT ARALTT —IDBFEELIEHBN TS,

o NIT7AEBLIAZ R THECIERZISFKME—DE THD. LUAICH, REBFLOIBIDIERINS
BAN-IREI N ~TCLBNFT TABRFRY NI —INDRAFERENTHED, KDLz 1571 241N
BhEM 2 RIELTWS,
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1. AI I-I12 MR OFIRER : Copilot TOJVYIREE

1.1, #E

2025 £ 6 A. Microsoft 365 Copilot(BLF. Copilot)([CBWVT. Al I->10 MR UL TEOIIWIIREZBIEEICT
ZH)HTORESFMHEICVE-2025-32711 INMAFRENTL, EchoLeak(Id-Y—9)ERTFBNICOMESEHEORRICK
0. Copilot D AT I—->1> HLBHECDF'EJ%D‘??T_ I BRIEEENRIZEN TLV32, EchoLeak (&, fERDTF1)7
AR TEBHTRVECERLVIA TOKEZBTRE(CL. Al Bl OSURBE R (AEITF YT YR DRLEHZFEREDICL
Iz,

1.2. EchoLeak ZFIBLEOIVYIKRE

[Copilot [CTFTE I SRESE1E EchoLeak]

EcholLeak ZFIABUZEOVUYIIRE DR ERIFHIE, WEA—IUTTZ5—5y MAID A FEDEIZ R TEN(AIC
EEEIN TV IDIIYIOTRAS T7 (I DORFIE )N ABRIETHD L

PEROER Al MFIBEDA AU TTFAMOBHROERKICEBF O TLDICXIU. Copilot DLIRIAI I-S1>
MEARIORDDICBRIICHEIS AT LAICTIERL. BEOTI 3= EENICEITI BN TES.

BARm(C(E. B0 Copilot (X Microsoft365 Lft&aNTHD. 1—H—DHERICISU THADX =)L,
OneDrive RF1X> b, SharePoint 771)L. Teams ORFEZFC7ILZAL. INSDIEHRZBE RSB TIRER - FRTL T,
HERIBIRICEA I 2B (CEXDMEEZ RO TV, INSDFFIECEFNTLZ EchoLeak ZBAT 2L WEEIEN
TEEOMEBICA-NBXEUE. MEE(ICIO>THEERIBIRICEITSERIN Copilot (CANENDDZFHF DI T,
Copilot N7 ATERMEET —IDTERES|IERIIENTES L. COLI(C, FERDI5 -5y NOITENARTF I DX
£ |h5TAL Ot#EH BRI E INOIRARMN BERNEIREIN,

[EchoLeak ZFIALEEOIVYIREDFN]

F9 WEEMENPEOREB(CA-NEBEET . COXA-IVICE. HEEADBEOEBIERERVRNS,
Copilot ZBR9 TeshDBRHDI T (IO TN DTS (IRDAFN TWVD ZESNTX—=IUIEZEE D Microsoft365
RIBANILRFIND. 20 RBEBQMEENHEEBOR T, AISHOHEEIEHRICEIL T Copilot (CEBRIT 2=
ZF Do

BN DEDLS(C Copilot (CERIZASITSE. Copilot DIRZFRUR(CLD, IREENSZEL TLVeX—)LEER

15 -QuBEN3, 2OBR. A=ILAIBEENTLWT O T NMIED T, Copilot At OME Bk SORARESEFRXR T
%. COEISR(E Microsoft NE&TEL TL\2T7F 17 1#EEZ Ok TEBLHRAH RO TLVS, Copilot MEEEADIGE

1 488 : Aim Security Blog [Breaking down ‘Echoleak’, the First Zero-Click Al Vulnerability Enabling Data Exfiltration
from Microsoft 365 Copilot]
https://www.aim.security/Ip/aim-labs-echoleak-blogpost

2 W88 : Dark Reading [Researchers Detail Zero-Click Copilot Exploit 'EcholLeak']
https://www.darkreading.com/application-security/researchers-detail-zero-click-copilot-exploit-echoleak
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(CREEFNEENTED. TVHEEEBNICENEZFHAEIET DN COLIROIRIC, BEOHWET —INIMERCHD
WEEDOY—/\—(OXEZNTLFS,
&

Attacker sends
an email

A XPIA classifiers bypass

User asks copilot for
some sensitive information

A External link redaction bypass

Copilot responds with a
markdown image

A CSP bypass reference bypass

Browser tries to Sensitive information exfiltrated
fetch the image to attacker’s server

1 EcholLeak ZFBLEEOIVYIRZEDFHN(AIm Security DFERLD)?
[Microsoft @3]

EcholLeak (&K tzF1)711BZED Aim Security (C&D 2025 & 1 BICREREN3. Microsoft (CERESEN Tz, TDIE.
Microsoft (F[E4F 5 B(CHMES DR E7 RS2 DIGEZST T U. 6 AIGFlZARI B(CE oI, MESSHER
CVE-2025-32711 (UTERREN. CVSS(HiBMESS M 27 4)9.3 LW THEVELIEZRL TLBH, £
RCEAINTEEUIRL, &%= Tz Copilot 1—H—HLVRL\E Microsoft (FFEFRUL TS 3, e, EikDLI(CH
FESSHEADITETE T L TWBIzs, 1—F— DS T DB (LR,

UMU. Aim Security (C&2ERENS Microsoft ([CEBMEIESE TETOHI 4 MAfE. Copilot ZFIFII2(ZEALDA
NS D IREE) R (CIENTLV,

1.3. #EROYAN-BLDEL

INETOA—NEAETZHAN-IREDZK(F -5y MDA B DITENTKIFL TUOZ. BULW %IV IEE S, i
MO7 VRN EDE. [ NRBZBRT ICENS(OIREDRTIR THoz. UNU. EchoLeak D&% Al I-21> hOIBIE
ARSI EZFIAULIRETE IWBERABTEBCAI I-212 MR EZBRNELTVS. 20D, FRIITEED
EEENMACRIEATENZEBIRCTE, BRSNIC Al I-2 1> MBI BIRZIMNBIOXEL TUES, 13K, BETITD

3 Hig : WINDOWS FORUM [Echoleak: Microsoft’s Al Vulnerability and the Future of Enterprise Security]
https://windowsforum.com/threads/echoleak-microsofts-ai-vulnerability-and-the-future-of-enterprise-security.370439/

4 H# : SiliconANGLE FAim Security details first known Al zero-click exploit targeting Microsoft 365 Copilotl
https://siliconangle.com/2025/06/11/aim-security-details-first-known-ai-zero-click-exploit-targeting-microsoft-365-copilot/

> H#H ; NIST [CVE-2025-32711 Detaill
https://nvd.nist.gov/vuln/detail/CVE-2025-32711

6 88 : Microsoft Security Response Center TM365 Copilot DIBIRBIVOABESSHE]
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-32711

7 i SparTech Software [Microsoft Copilot Zero-Click Vulnerability (“EcholLeak”): What Happened and Why It Matters]

https://www.spartechsoftware.com/cybersecurity-news/microsoft-copilot-zero-click-vulnerability-echoleak-what-happened-and-why-it-matters/
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NTWE, [RERA=IUEBENBOVITERULWIZ @Yy IURW ] EVOT, (BB DITENCERZE T tF1)T/E8BT
(FBBTBVBRIEEZ S,

1.4. BiFEF1YT 3 RDRF

CNETOEFIVTATRDZL(E, [RFNF- 22 R DIFTHHT NIy F oI JEWSTFETHolc. BRD
21— RO 274 JUIIEDNUSDIF NS . TNZEFBFICIAIVAIIERY I MDT —AINR-RTEFRU THIFTEED
HICHRH TEBEVOEHEH . UHU. Echoleak ZFIFRUIRE TRLSNIZDE, EBOESRAX-IICRZ2RNED
FR(C, WEEN AL I-210 MO I IERZIIIRHIAD EVIFILVWTFETHD. RO TF 1T AT LSRN
(E, ENEERZHERNRA=IUCUNRIRV. UNU. BIIFEEINBFRZIBAF TES Al T-210 NMCEo TS BRRER
EBROHIEREBOTUESS, Al I-S1> MEFROTF 171 (ETRINENM TOBIH LI TIIRL, TAI FMENZESHEIR
FRAINFTEBURINUERSRR oI,

COEREBERIBZ TWLB0D(E Microsoft —#H(CPRSREL. Aim Security OHREERIERESMSIED Adir
Gruss (&, & Al I->10 MOERFFHEERBZELDDE. [MDTFYRNIA—ATES TICEHKROMESSIENL K DNFE
RENTVBIERAR TS 2, 2Dfzs. Copilot UFD Al T-T 1> b A -FIHUTVSTEERIRD. EchoLeak ©
LORRINDMESS I (CIRENBUR TN DL %R THIENDD.

1.5. F&H

EchoLeak OFR(F. Al I->1> MFHICHII DB EF1ITI BRIOEIRZREL VS, COBRZFIAURLIZ
BIAFOITEMRIFET Al I-21> MOBIEN RREIEZERA I 3o, RO+ 1T R TIEBHSTENEELL,
AL £ OE A TFIVTAIRIFSEEILARL TV ZEN TSNS, BELIERMIE Al I-12 hOEA - ERIC
BT MEREBEBDURINMFIE T SRIREMEN' DD L ZFDHML . RFTOTF VTN FR I DENEFLL.

8 Hiea : Impart FUnderstanding EchoLeak: What This Vulnerability Teaches Us About Application Security]
https://www.impart.security/blog/understanding-echoleak-what-this-vulnerability-teaches-us-about-application-security
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2. EUIE&BT5MNS—EHRDIRE DNS Y—ER

2.1. fiE

2025 F 6 B. BRNES(LLTF. EV)(E JRBOD DNS(RXA>R—ALS AT L)Y —EXDNS4EU IOfRMHZFRIEU,
EU BROH REIUHE#NEY —ERZ2FIAI 3L FIBBEOTSA/\S —DREDPTF1UT1 O EIFENT
W, AR TIE EY—EADEACE LB RPRFRICOVTEHREDD.

2.2. DNS [ED\T

DNS (&, ARINGEBILT W RXA>% 1%, IE1—5—MBRLRTOIP 7RI &BIfRRIT DI ATLT. S
HOA>A—2y DR E X A DEEIRY —EXTHD,

ZANI1-T—(F. 12—y’ —EZXTO/N1F—(ISP)([CLHTEIRFIAE [CIREEINTLVS DNS H—EZ A,
Google. Cloudflare RECE>TA A3y b ETERHRMEEINTWSI/{TUyS DNS 1ZFIAL TS,

2.3. [DNS4EU|

IFEE, EU (REX IT RECLDZTIBELZERL THD. BRABRHEIZIToTER. 2024 £ 3 AICET A MG
7% (Digital Markets Act [DMA)A " EEEAIN. Google BRED—TEARMEL EDEZEZIIFIL. NIERFRFREIRD
EIRICEDFAA TS,

DNS (CBWVTE. KEX IT {BETH3 Google ° Cloudflare RENERHRMHL TLBT/NTUYS DNS IOFIFHEA
THD, FFHTFANS—OBBENERZEN TV, DNS ORS00 NI EDIZA T MY, EDY—N-EBIELLDE
Ul JZURE T BENTE, BADA -2 N EOEBNZIFESNZ R REIEN GBI T Do VT Uy DNS OT51)0
=R =L TE YNELTT —INL SR AICHIA - BRFESNTZD. BUFREBU TR R MHENTD T 215505
Bo

IOUIERZ DR/ EDNS EU (. EICKEPZECLHOTRHEEINTEZ/(T Uy DNS OREFELE LT, EU BNT EU
OEFIED T TIREINTZ/NTUvS DNS #2923 705 17 MCEDFBA TER!, O 17 ME ENISA (BRI /(—
TF1)74T) BREDAREZ T TESHSNTHD. &L Y -7 AlCIE Whalebone fHREEE DRI 12 - 5T
BERANSHIIL TS,

9 Hi# : DNS4EU FDNS4EU Goes live: A European Alternative to Google and Cloudflare DNS, Powered by
Whalebonel]
https://www.joindns4.eu/learn/dns4eu-public-service-launched

10 488 : European Commission [The Digital Markets ActJ
https://digital-markets-act.ec.europa.eu/index_en

11 488 . DNS4EU FAbout the projectl
https://www.joindns4.eu/about

Information Asset Classification: Public Page 6 of 14

© NTT Security Holdings Sensitivity Label: Medium 11 July 2025 | Version 0.01


https://www.joindns4.eu/learn/dns4eu-public-service-launched
https://digital-markets-act.ec.europa.eu/index_en
https://www.joindns4.eu/about

@ NTT Security Holdings

DNS4EU Consortium

ks Whalebone, s.r.o.

e CZ.NIC mw Ministry of Electronic Governance
b Czech Technical University Prague b CESNET

Il Time.lex = F-Secure

™ deSEC BN Centro Nacional de Ciberseguranca

= Hun-Ren
I § ABI Lab Centro di Ricerca e Innovazione per la Banca
== Naukowa i Akademicka Sie¢ Komputerowa

I} Directoratul National de Securitate Cibernetica

2 DNS4EU 1>Y—3>7 hD#Bf#E%

BE70Z1IMED. 6 AhS DNS 5 —EXTDNS4EU IDIRMABEIAEN 2, EU IAIOT RICK3FIREBRELLZEY
—EZADAMBIC, FRFEFERIRED NI BEERS LUBATHEBIDTzsbCEEH EIRZ ] HE(CLIZI DNS4GOV (hll44: DNS4EU
for Governments) ], IB{EFBEEBORY NI -INDfiEZEIRI B[ Aura Infrastructure (5%4: DNS4EU for
Telcos) 1REBIRMHEN 2,

DNS4EU OEBREMN THZ T3\ —REDR T, FIAE®D IP 7RL2A% DNS H—/\—_ETOJ(RFI 3H1(C
EabAugzL Tah. BANBIRNMNEENZVRIZERKL TS, £z DNS 3—/\—% EU BRICOEECEL. &1
FRRIRED DNS (CBIT 2T —A%EIIAI TUUE - 5B T. GDPR (EU —f%7 —REARAN) (CEEHLL TLV2,

&5, AY—-ER(FeF1YT1ZFTOICLTHD. DNS 2T UIiBEZIES{6 332008 DoT (DNS over
HTTPS)/ DoH (DNS over TLS). DNS F—4DtiE AZ RN TE3HL3EMAE DNSSEC ZH7R— M TW3, Fe. J0
S1IMIBE5UL TV CERT. CSIRT. FEilit4REREN BN R R ULBRIBIRZHBL. INSZXINIITRI1vS >
JREBEOHDIBEDERICR RS ZEEHFNEEIN TS, BROHIIBEDERTCHIIZ T, \RERE. 570
v EBTRURE 5 DOATS A #IRELTED. FIAERITRIRT 2ENTES,

Ffz. DNS H—/){\—% EU ISRICHBIBLEL TL\BCEICLS T, Google t° Cloudflare REDFT—/ VLRI TUvS
DNS ¢HEU UREEZSEIRL THD., FIFAEN DNS4AEU (CERDIAZ XY MD—DERDOTVB,

OURRICEDIAKFIAINZCENEENZ— 5. A -ERACEENREUIGEICEENKERIEENDD. £
z. AY—EREBERUTFANS—REZEHOTLDREDN. —EBNSIFESRPIRBAIC DR DL DR DB EENO TS

12
o

12 4ig : Dropsafe TDNS4EU is surveilledJ
https://alecmuffett.com/article/113493
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2.4. DNS [C & 3EBDH SiEEDERTEARE

DNS4EU TIRHSN2EBROHZEE0ERTE. [DNS J0vF>4J [R2IDNS T74A 7IA—)L JEFHEN, DNS OE
AR ZFIAL TV, BREOHD RXA > OZFIfRER%Z DNS U—/\-NEEBIBET. AIER Web YA~ 74
VRS MDD T IOV DI T IREE DBIEZERTTZEDTHD.

K CISA (BAN\—tF1U51-1>I5F1U54T)D[ Protective DNS |**{*Z& NCSC (EZxU(/\—-tF1U571t>%
—)DIPDNS 1P THE., 22HIHBEE)IF D DNS H—EZELT DNS JOvF > hRESN TS,

RERCOS 7 TREIC A ZFIRUAREZITOTED . BIRICEOTARFIR BB ESNOY —EZAND 772 A% |
PR - ML TLB 17,

—7. BRTE EEE -+ R PERBESEECEDSNLLBEOE | ZEF I 3] 8e%EN51, DNS JOv
F2 (U TEEREANESN TS, E ISP H42493 DNS [CBWVWTERT TE3EVIEMBRIRNREN TS0
(&, IRFRTRBERIV/EEDHEROTUDY, H1 RS> TlE, ISP BEEDRRICIIENELSIIHEREDRSN
TRARR T THNE, IIVIT7OREGHLA® DDoS WEREZBERIU LB RHIBEZIERL ThLLEEN TV, A/
RBENHDERL BEBOHIRRCERSNTLSY,

2.5. &Y

DNS4EU (&, EU BATOT /> —RiELF1UT12ERUIZ DNS B—EXLBoTHED. FMANLFINMERZN
50

BATEOEEOWE | (CRATT 2205, B0 ISP HHEENRHELI S DNS 2/{TUy) DNS TREOHDBIE
ZERT S 2EHAASPRER ICUMBHENTT RN oIz, UL, 2025 £ 5 BICEEEIRI YA N\ —BAREZRNRRIILILCE

13 g : Akamai [DNS T 74— ILE(d]
https://www.akamai.com/ja/glossary/what-is-a-dns-firewall

14 @ ; CISA [Protective Domain Name System (DNS) Resolver]
https://www.cisa.gov/resources-tools/services/protective-domain-name-system-dns-resolver

15 488 : National Cyber Security Centre [Protective Domain Name Service (PDNS)J
https://www.ncsc.gov.uk/information/pdns

16 g8 : Torfox [The Great Firewall of China: Background)
https://cs.stanford.edu/people/eroberts/cs181/projects/2010-11/FreedomOfInformationChina/category/great-firewall-of-china/index.html

17 488 : Internet Society Mandating Certain Types of Connections Is Risky]
https://www.internetsociety.org/resources/internet-fragmentation/russias-national-dns/

18 s RE B#HF [DNS JOvF I NGB EONEREELSS (BRBESEE OB EONERETROBRR B
9%) LIBBFARSEZOLEHML] (SIEEED)
https://www.kantei.go.jp/jp/singi/titeki2/tyousakai/kensho_hyoka_kikaku/2018/kaizoku/dail/siryou?.pdf

19 s —RREERE ABARRY NI -1 > TAX—3a >4~ IDNS JOvF>40/7405)>5 OFERIBRIRE SEREIRT)
https://www.nic.ad.jp/ja/materials/iw/2024/proceedings/d2/d2-2-yamaguchi.pdf

20 e —RHEIAEABARASI-RyNT0) (- tha TBRBEBEECHIZTN\-REEADINEBEOWECBETIHAR
141
https://www.jaipa.or.jp/other/mtcs/guideline_v6.pdf
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T ARFSNIRERYKARICRE:E I 21BE DU 77 AHIRNEIREL 12 5T28h? . DNSAEU DLIBEWFEAHTDOVNTIR
SN algEtEn'®H 3.

2L i NEERE [Y N\ -Z2RECRET2EUE (B8RS /B HIOSRIRICEITARETRE) I
https://www.cas.go.jp/jp/seisaku/cyber_anzen_hosyo_torikumi/index.html

Information Asset Classification: Public Page 9 of 14

© NTT Security Holdings Sensitivity Label: Medium 11 July 2025 | Version 0.01


https://www.cas.go.jp/jp/seisaku/cyber_anzen_hosyo_torikumi/index.html

® NTT Security Holdings

3. HABER/SI71DARIERREH

3.1. #1E

[Brigada Cyber PMCJt&FBIEAAAD/ \wh—%EEN 2025 £ 6 A 13 BZHRLLT. 2/NFT7/ERD(C
HETDH 740 HEFOBEANT—IOREDEIEESISHRICEST 740 HRLOBREZEKRUL (B 3) 250 X
IONBWBECRET 92 I 5EEIBL. HRE(CT —INREINT.

About Us

Knock, Knock, Knock ...
Hello, Paraguay!

Your corrupt government is not able to protect you. They enjoy doing
nothing, and steal your mon y 5 - to buy expensive cars, real
estate and what they need nems ; to profit being in this useless
government.

Your country - is a hole in their hands. They don't care about yc
data now belongs to us. We have record on EVERY citizen, every p
residing in Paraguay.

We give a good chance to these burocrats to fix the problem - it will cost $7.4
million dollars, or just 1S per every citizen of the country, very fair price.

Your deadline - Friday 13.

If you care about your citizens - you have all needed to contact us and resolve the
problem.

Who are we?
You don't need to know.

Brigada Cyber PMC

3 Brigada Cyber PMC 45 —J917 41 MCIHEENIZEIBX
(Resecurity ®J0%7 &£0)??

22 gl : Resecurity [Paraguay is Being Targeted by Cybercriminals - 7.4 Million Citizen Records for Salel
https://www.resecurity.com/blog/article/paraguay-is-being-targeted-by-cybercriminals-74-million-citizen-records-for-sale
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3.2. XSO PAHMBCDOWNT

RIKO/ (ST PALAIEL, AT 684 FATR (55 s —
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3.3. Brigada Cyber PMC [ &3 EIAT—7iRRL BB

(BE¢RmEE]

2025 & 5 Ak, tF1UT121t0 Resecurity (359917 EIC NZTT7TABEROFEFEE(CRET 3% 740 4
DT —-%REIZIEEBI Y MREUR,

YA ME%lFTUDIE. [Brigada Cyber PMClE% 53/ \wh—E&ERITdolz. Brigada Cyber PMC (3F15RT 3¢
AN\ - ERESEFEXEBORE ERD. COZBINS. BN -TEEMESFEEEBEOLIC. IFEENSHENZS
TWEZITOTVBIAIEEENEZ SN S, L2, BN —TECNFTENHERINTHS T [FAZBEEHETULD ? (B
BN 7AERR)FBZBEEHDER A |EBBXIEE I RERMEZASHMNL TV,

B —-FEBBOYA NCNFT 71 ElfEOREEEEROT —MRE RIS 2EE AR ZIEEELRNS. NS 71 (E
DINTOERDEFEZFOTVDEERUIZ, ZUTHBUF(CHL T, &5t 740 HRIV(ER 1 AHizh 1 RILELT) 0GR
EBEERU. S50 TIWONRBWMEE((E, T2 B3B8 UL, BATFEZIALVEIES, BAlRD 6 A 13 HICKS
& T=AE BIN-TOYA MNCEREGERORET —IDN -y NTRESNZ(K 5).

B e SNEE TSI 7 HAE)D
https://www.mofa.go.jp/mofaj/area/paraguay/index.htmi

24 g : OCCRP FEXCLUSIVE: Paraguay Says It Won't Pay Ransomware Group For Stolen Citizenship Datal
https://www.occrp.org/en/news/exclusive-paraguay-says-it-wont-pay-ransomware-group-for-stolen-citizenship-data

2 HE  AFEE TODA X—)LYAS>EE 301 81
https://www.mofa.go.jp/mofaj/gaiko/oda/mail/bn_301.html
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7.4 MILLION CITIZENS OF PARAGUAY - LEAK 2025
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([REEBHEN AT S D525 RERN ]

FAENS. A2 ITAXTA—5—(EREBEE NI DY) [CRFEEUIINST 7 BT E OimR NS 2023 £ 4 BISEREEE
RNEFERSITLVECENHIBRLIZ* ¥/, Brigada Cyber PMC (3 DFREEIBEIRE ATFUTARIETICRCHKRINUZEE R
SNTW%.

3.4. KSUFPA&HDEEE:

[(XST71 DN 3ZRHR]

FREEKEEECREORRE |EIFEN. KEOBUAHNFEOBVENZVIENS, LRIFaELEROHDEN RS
ofz. UNUESIEREE DB REVIPEOFENRFD, BBLHIR I 2EMERNTNSE, ZOLIBHTNZITA
(EREFVOZEZZTOTHEEEEEZED, B TH—aECHERINIBEFREHMITL TS, RELDOERZERL

26 488 : Resecurity [Paraguay is Being Targeted by Cybercriminals - 7.4 Million Citizen Records for Sale]
https://www.resecurity.com/blog/article/paraguay-is-being-targeted-by-cybercriminals-74-million-citizen-records-for-sale

27 88 : InfoStealers by Hudson Rock [Paraguay’s Biggest Data Breach: Infostealers Fuel Massive 7.4M Citizen Data Leak)
https://www.infostealers.com/article/paraguays-biggest-data-breach-infostealers-fuel-massive-7-4m-citizen-data-leak/

28 e 05— (R AENRCREOERE]THE. RIF ST 7]
https://jp.reuters.com/article/world/-idUSKBN2W304Y/
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(hEBAFESEDI N —T DREERZF TSI 7]

2024 (. dBK. I-0vN, 7IUR, PSTLLE. F/N5J 74 (B VT, Flax Typhoon (C&ZIE1—4—RyRTJ—
INOERIAFBEA - [BIRGEDEMNKE LB (CLDHESREINI3Y 32, Flax Typhoon ([FHREBAFEDDRADNTETH
SNZPAN-EI I —TOVEDTHI. FHCEBOBATFEEZZN (SEEL TLREHSN TS,

3.5. &

WEHI ST 7ABIFHCBREZERL TOENSZIAVVEARS(CHAIFUTOWEEICER XY, £5BNEE X355
WD, —75. BIBXT/I\S) 71 BB OVTIEZEL THD. IRBUECH L TBREZRHO TL\BEEZAND, &
Iz, Bz KEESBFEBEELMBMITVIN, #ENSOAFEZEEITESTZOMIEAS ML TULVRW COLIRIATOE
KME—DIREBERTH D/ 71 =EDEEBRIBEZEHNS. FABLE Resecurity NHEOBESERELTWSIEE
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Bk

29 8 NHK [REEDEE ? BKRE—OREBONSI 714 (ofWERE? ]
https://www3.nhk.or.jp/news/special/international_news_navi/articles/qa/2023/07/06/32782.html

30 s AR [EBETREN TR ETE] NSHTAREE. G2 ]
https://www.asahi.com/articles/AST5R0V46T5RUHBIO37M.html

31 488 : U.S. Department of the Treasury [Treasury Sanctions Technology Company for Support to Malicious Cyber

Group/
https://home.treasury.gov/news/press-releases/jy2769
32 488 : U.S. Embassy in Paraguay [Joint Statement by the U.S. Embassy in Paraguay and the Ministry of

Information Technology and Communication of Paraguay]
https://py.usembassy.gov/joint-statement-by-the-u-s-embassy-in-paraguay-and-the-ministry-of-information-technology-and-communication-of-paraguay/

33 4484 : Microsoft Security Blog [Flax Typhoon using legitimate software to quietly access Taiwanese

organizations]

https://www.microsoft.com/en-us/security/blog/2023/08/24/flax-typhoon-using-legitimate-software-to-quietly-access-taiwanese-organizations/
34 g : Resecurity [Paraguay is Being Targeted by Cybercriminals - 7.4 Million Citizen Records for Salel

https://www.resecurity.com/blog/article/paraguay-is-being-targeted-by-cybercriminals-74-million-citizen-records-for-sale

Information Asset Classification: Public Page 13 of 14

© NTT Security Holdings Sensitivity Label: Medium 11 July 2025 | Version 0.01


https://www3.nhk.or.jp/news/special/international_news_navi/articles/qa/2023/07/06/32782.html
https://www.asahi.com/articles/AST5R0V46T5RUHBI037M.html
https://home.treasury.gov/news/press-releases/jy2769
https://py.usembassy.gov/joint-statement-by-the-u-s-embassy-in-paraguay-and-the-ministry-of-information-technology-and-communication-of-paraguay/
https://www.microsoft.com/en-us/security/blog/2023/08/24/flax-typhoon-using-legitimate-software-to-quietly-access-taiwanese-organizations/
https://www.resecurity.com/blog/article/paraguay-is-being-targeted-by-cybercriminals-74-million-citizen-records-for-sale

@ NTT Security Holdings

REEHR

AEEFEOAFR. IEHETHILCREZRLTENFIN IEZRIET 0D TEFEL ASLFEOFACRERLTRE
UTRWWEBIEE. I BKCOVTHMELFEAOTIEBRELE, LBAIGREPABOFR). TOMMIIEREE. SR
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