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PHSHHCEEEEZSND MY 3 REEY., £EDTEDTHD. FMEYVIDESRUTOESDTHS.,

£ 18 N RR. EXRESOREF#FRE LU TRREIAVVERIXOA]
* BROEAOKFHERSTN, SN -KWEPSERCEHES HIEZE2HEI HRRE M THF REDEAE%E

ZE AU,
s BRRBEOMRDDIOG. ERESHEIAN-IRET, EEAOID, TERE. PHREICERBTZEZRET
BOFENFEFBN TS,

s FICEEADIFHBIEEICHVTE, & ERESEYAN\-KREBEZRUTRITRIIZR TSNV ETEEEN
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1. YN\ —RIR. EREASORZQMHFREIELTRRESZIANVZ RiXDA

1.1, #E

EHOEROKRFRESHN SN - FCEHE T HIREZHEI RRBMICBV TS REDERE%E
ZEALUE (FRIEHE 4 B) L AAEBEHBES I 2EARBYAN-RBOEESEIHE . RIREDSHAWMT
DNRVCEICRS.

1.2. Y1\ -RIREWRRE

(Y41 N\—{RIR]

BAN—RIR(E, 1252y MoBIREAZF R UCEBNCLHOTEUSEEZHIE T 2D DRIRE m Thd. T, J
YE1-A—-PRy M-I EEATECLCRIEL THED, BEZBDEGAN-URTHZHRIELTVS. A —{RIR
(F. ZOISBYRI (A BDFERO—DEL T, BECFBEINTVS, FIZE T—IRmRFBENFELRLD, AN\ -ILE
ZRITOUIBE(C, SAEPEIRFOD OB RN EECHEINS.

(HFRE]

RIREZH) T(E— ARV BRIR THIHFREL BPPESITECGER I 2EZZHEORRNE IS, N3 B
(CLBIEFJAEEN DEKICIE B8, RRSANECTHATINR 8 TH D

(B N-BRRE]

O 7(C&2D95ATHRI TR, BENBROEROHR5T . ERNES5T2EHONZTAN-IRENSFHLUZ. N
ZHFEATURRSH ORI T, AN REROFEMER T ZRESHLND, REUNERINDLI(CHOE3, REOOSX
RIRBE(E AN -EFRERIAZSTHUVNMRREZFIOELEZED. 2023 £ 3 A 31 BUBEOZHITEINZE
R 3L 5MRRSLICERR U

(HAN-BRRBEOHFREBRIHME]

PIZ(E =HERBLOTANRRITAN-TOF75—10 4 B 1 BUBEZHAO/N>ILYyNMIL3E, SN
SHRBOWREBIDE, EFREASEYAN-KET, BESLUHEORDITHEZOBRCHNT, FFEENLE

Ve . BARRERE (O \—R%R. ERESEEERE]]
https://www.nikkei.com/article/DGKKZ079306140W4A310C2MM8000/

2 H#  WTW [0S 700754 FHERICR 3R BEADRR ]
https://www.wtwco.com/ja-jp/insights/2022/03/crb-nl-march-otani

3 e BRBHLA- TEROBSIZHAN-IRBEGAN\—RIROEFFRERIBICOVWT — THEMFRE BE F0iE)
https://www.sonposoken.or.jp/reports/wp-content/uploads/2022/12/sonposokenreport141_1.pdf

4 48 ; Clifford Chance [Lloyd's cyber war exclusion]
https://www.cliffordchance.com/insights/resources/blogs/insurance-insights/2023/09/lloyds-cyber-war-exclusion.htmi
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fBELTITONZEDE . BEAD TP, ZRRE. BHRIICEAREEZRETENTHD . (BFEAFEULEES
BALTLS)

ERBESENEINDOHITEE. WE(BERAINLY-ILOFL BUANES0ORAR - DienBE 3 3EMRT0tR%
06, NIHBIZNE=FORMBEABLITONG .

1.3. F&H

RIRAF A RS ERIERMUH AN -EFEREDEAICIOT. BEEFANDBEAZED TVSEEZILND, F5IC. B
BAVITBIBERF. SBIN-KBEZZ IR, EUTENNERBESE THOIHHE(C, RIRCLDIATERIFN T
SRRBETEEMENBD . RIRASNMDOTAN—F YT R ZRIEL TUKEN, SBRFITFTIFE(LD,

> e =HMERBLE M94N\-T07949-]
https://www.ms-ins.com/pdf/business/indemnity/pd-protector. pdf
b B5EAZTAR INIDS JX>9U—36 179 5 EROUAN-IRZEL/(TUvY-TRIE1—-33> — #BF E2E BERAEREI0-/NLE 2R
FRIAFRE
http://www.nids.mod.go.jp/publication/commentary/pdf/commentary179.pdf
7 HE  BARERE YA\ —RR. ERESE SR RE]]
https://www.nikkei.com/article/DGKKZ079306140W4A310C2MM8000/
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2. MMYEREPCELBIVIFTATZHERICONTDORBRTEZOI P AT (T HREE

2.1. fiE

3 B 2 B. RAYAHAKEX ARD (&, ZZEBHEBOA> 1> 2BONBHOS 7RICRRUIZCEZBASNC Uz, CO=E
TREIIFAFTADES BRI 3 HEMTONTHD, 1 BICOS7DEEXT17Russia Today (RT) J@‘fﬁ%ﬁ
NEORFEONBZEED SNS [EFBL TV, IWRORERE (L. RAYVEEEID 1 ANRTILOEETEF VT35
MEESNTORVEHRNSSEICIEFL TLWVdEHBND. RIYDIAVYEEERGZEFZ T 1L, EHEL"&_&)'CL%
EIRATEE 9,

< ‘m Mapraputa CUMOHbsIH &

2 3% 2

FPE®E OEHCKE FEPXAPTU OPOUJTEATE
ayansHuUK otaena HTDA BO3AYWHBIX  MHCNEKTO| p BBC 6y HAecsepa CcoTpyAHMI
onepauui V(gy\lenm't o epau ochwer 0 o o e; uw (}(MM cc o 0
BBC fep yHaecse; HA sepa

BbICOKOMNMOCTABJ/IEHHbBIE HEMELIKUE O®ULIEPDI
OBCYXAAIOT ATAKY HA KPbIMCKU MOCT

Kak n obelana, nybnunkyto ayomo pasrosopa oduLepoB
BbyHOecBepa, 06cyXaatoLLnx, Kak oHn byayT 60MbUTD
KpbIMCKMI MOCT.

1 RT ﬁﬁ%ﬁ(z&% Telegram /\O)?ET%JT
[BFIRUIEED. V)I7BERE T35 ECOVTGEEULE YTV R VEHEDIRIc DS EE R 2 N RUET |

2.2. A5 SEDITRICONT

SO RT fMARUZOE, 2024 £ 2 A 19 BICEMEN MM YZEEDAS 51> 5% 38 DEICOLATREPXF
RIUICED RRABSHREEINC INBOT—FICLBE. SEICET V) UWHEEZSO M YZEEFHED 4 ANSHU
THEHD. RMMYRDKAAZH AT IR 1ZDISATIMERITBIZED. FRPFE, SIERUTEREZRBL TV, RA
YATATICEBE DIFAFTEOIERPCOS AL EVVZTHEZESNVITROBEOWVWT, FRZEEOFE (BID

8 el FEEHREAS MY [RMVEOESRE. O3 7THMESUEERENRE - (FUREBEEDV)5( T TOEENCEER]
https://www.yomiuri.co.jp/world/20240303-0OYT1T50041/

° Hi8a : POLITICO [Berlin blames Taurus call leak on officer logging in via insecure Singapore hotel linel
https://www.politico.eu/article/german-defense-minister-blames-taurus-call-leak-officer-logging-via-insecure-hotel-line/
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KMAZH AN ZHESUAFIXEBDDI AT TOEENE) [CHERL TV,

DDA FF TIVREAFIZNHRFRFEUI DA ORMZELCZ T TOSH SHZEERNEDETHA I 1Dt
S5Z R YICKDHTVS, SAIVYEHBRFEEIOBYEZRN. CNFTED, SYAILBIEELOBIEEHZRIEEL TEEL TL)
B

ZDESBRHAT RT OFRERE. VIZ7RBOIRE(OVTHRESN TVl F 2RI, ImRUEZROAFF YL
UZVIREEZETEU CVBIEHLEE  SNS TESR. RT (FCNZR(CZ1-RAZFEU2.

2 OS7PFRLLIVIFEBEEEAIVITIR?

{ﬁiﬂ@,ﬁ@] 14, 15, 16, 17

SEPOEE%Z RT NEDLSICAFUROMIDWT, O 7AIFEEHMZEASHNIL TORWL, RAYOEPHHEE. KRB

10 a8 FEEEHEAS S [RAVEOESE. D3 7HMEZUEERXNRE - (FURBEE OIS T TOEBICHEER)
https://www.yomiuri.co.jp/world/20240303-0YT1T50041/

11 488 ; REUTERS [Why a leaked German military recording on Ukraine aid is causing an outcryl
https://www.reuters.com/world/europe/why-leaked-german-military-recording-is-causing-outcry-2024-03-04/

12 48 ; RT FGerman discussion of attacks on Russia: What has emerged so farl
https://www.rt.com/news/593561-german-audio-crimea-bridge/

13 wgm : EU Today FWebEx: German Officials Authenticate Recordings, Confirming Leakage of Highly Sensitive Military Discussions]
https://eutoday.net/webex-cisco-leakage/

14 H@8 ; POLITICO [Berlin blames Taurus call leak on officer logging in via insecure Singapore hotel linelJ
https://www.politico.eu/article/german-defense-minister-blames-taurus-call-leak-officer-logging-via-insecure-hotel-line/

15 a8 ; SARRI DIGITAL MHZEEDERFA. EHRIEOEONREN SFSMNE. FIEREHT]
https://www.asahi.com/articles/ASS357RLFS35UHBI041.html

16 488 : Global Village Space [German Defense Ministry uses ‘1234’ as password]
https://www.globalvillagespace.com/german-defense-ministry-uses-1234-as-password/

17 Hg8 : BBC [Ukraine war: German call leak due to individual error, minister saysJ
https://www.bbc.com/news/world-europe-68467333
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[FREEIED— AN HR=IORTIOEBBENS A 51> 2FE(CHFE I BB, RSN TV e BRI FIACHE
DY, XU REORVERRZERAUZIEICHDEFRIAL TV,

SEIORZEICITEDAEBS AT ATERL, Cisco ® Web =& 7 U Webex IIMEDNTULZ, ERHIEE. EOBRRL
IEH—N=CA>AM=)VT2%E, ZEMFMECENBUF IO Webex ZFIAAL THED. HRIZEDOHEELARILOD
e (CBVTEFIRZERH TVBEFRBAL TS, e, IBBDFERNS. RAYDIBES AT LINDERER, RFEICR/AH
EINCESINL TV REELTLS,

BB, Webex DEE(CIE, PCOIAN—RIAV(CA VA R=)L&NTz Webex 7 )z 9 1. Webex OH—/{-H
HOWHUERESICEBEZNMNIDIETENMITEIEETED, 2D, SEINEIEE Webex DEES{LXITROIMNHD
fEg87R. EEEIEGOE D EDNIZRIGEENEIEEN TV,

LI ORI TEEEMZES - DI (CEENSEBEHFENEFO TV, O VORI IERSHEZY -
FYNCFBRETHSNTHD, JHONP I VRIRICH IR TleF e FRIECEAEN. O 7L TFEPERBD THD
JeEEZBNTVS,

[R4 VY REIRBEORG] 8 19 20

3 A 2B, MYDIAILYEMEG. SEABTNOS 7 (CREUEIOOVTIIER(CRL R ERE | RO Fh> Tk
R, TIR(GAETDEZRALL. Fo. BATREE . COBRMERE M YERRE ORISR HNEZF(CLZBN
ELTz, O3 70N\ Ty MAIBIRINE | THd LBz,

RAYDEFEDRTIR CHIF—TIIvI - KIETLERBOERACEZ. R YOHERIBIRMESRICOS 7 (SRNTHED.
SEIBRIFERNTRI BRI EEEN DIEEEUR,

128, NATO FEEFSEIDFRICONT, RICRAYZREFILTORO, FIRIESAFURFE | EHE R YERFHLTIISA
FTasHEI DERNTND,

(057 DRIE]> 22

EEXT(7TH? RT H"EiE2REULIERZNS, O VBT R YZRGERHLTVS, BRELT. D751 TERIZ
NATO h'502 7% Fh1E9 2 IREEE FIRI 5 LT NATO OFEETHD M YOS VREODEENHDEVIEE(S.
HENRVEWSTENFEITEN TS,

O>7039079MB(E. RAYEDIHhoEFRE SRR (LTI IIBVETE INBASMNIR feLliNTz, O VRS
RERFOARITI-Z1TRERRESHNSDO31/ULTHS RMY AN BURLSOBRERE BTz IET LIS AICHETRL
Ieo

18 g ; REUTERS [Why a leaked German military recording on Ukraine aid is causing an outcryl
https://www.reuters.com/world/europe/why-leaked-german-military-recording-is-causing-outcry-2024-03-04/

19 g : BBC [Russia publishes German army meeting on Ukrainel
https://www.bbc.com/news/world-europe-68457087

20 48 : REUTERS [Germany accuses Russia of seeking to divide Europe with leaked calll
https://www.reuters.com/world/europe/kremlin-says-german-army-discussing-strikes-russia-asks-if-scholz-is-control-2024-03-04/

21 g8 ; REUTERS [Why a leaked German military recording on Ukraine aid is causing an outcryl

https://www.reuters.com/world/europe/why-leaked-german-military-recording-is-causing-outcry-2024-03-04/

22 g8 : Deutsche Welle (DW) FGermany braces for Russian influence operations)
https://www.dw.com/en/hybrid-warfare-germany-braces-for-russian-influence-operations/a-68670972
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2.3. D

2022 OO PICEBVIFA TR RAYVEDIFAFIIU. PAUNORSHRIEDE B ZIBZ ML TLVS. O
fz&. O 7OZNNAEENCHVT, RAYVEEBRMENESN TS, COLIMRR FICHBVWTRYEREI I T+ 1UT 1R
DRV OHRZERAL CTEERREICEFGUILIULCLD, FamDH L THoOS P (CEORNBTZ2REEINDIEVIER>
STYMFRELTUFEOR, R VEIOKEBIROEDIBVOEHENEZULEMTHD. COLIR—REMEENN 3R
EICERERBEUDORNDOIBEENBATVDIE., FeA >A—RyNTEY(CIES I 2O FIEZ BXFIEK T LD
BE M ZRHEIEANFE 4Tl

23 g8 : REUTERS [Why a leaked German military recording on Ukraine aid is causing an outcryl
https://www.reuters.com/world/europe/why-leaked-german-military-recording-is-causing-outcry-2024-03-04/
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3. BAANMDI7RBRICHT IR DENE

3.1. #1E

3 A 18 HICRMESNEE 3 IREEETIYNCBVT, BAPXKEZSOET 17 hEHNS. BREA\AII70OERIC
Lo TEIFHREINZBRIDM. BERA/\ADI 7O, FRCEFRT 2RO UHRHI OB (COWVWTHFEIFSBA
NFREREIN,

AX—RIA>D OS PRy -7 ) EEZZEMNIBSERER/ A IIFOBRIE. CNETHERA (CRIBERIN TSR, X
2 B 23 BIZ(& KEREFIEN, )/ AI1T7A-D—KFTHBAASIILD NSO J)L—AxU. FEHENBEIFR,IRFET
BANAII7ICEAT%IEH%Z. Meta fLE DTS WhatsApp #HCFRT 24&58n5% FLTLSY,

ERZDRELHZBER L OFIE(CIRIZEI5TEL T KEZ NN IIT 7 OBAZFRHI I3 ENLNHTL
Do

3.2. NSO IN—TERNRLITTF

[NSO J)L—7'¢ Pegasus]

NSO JIL—F1E. 2010 FE(SERIENTARTIIDOYAN—1>FTUD IO ABEET, $FHIZ/\1 D17 Pegasus =ZHF,/
ARFEL TWBZETHER Thd. 120 NSO (3, BIEEE® 3 & Niv. Shalev. Omri DFESZFHSEN T, B0t S
(ClE ARSIV DRHRMEEI THS 8200 EPBFDHBENZL L\ EEN B,

Pegasus (& i0S & Android EIFDR/INA VIV THDo A Y AR=ILFTINAADART X7, AIEEIR. EYFR. EhiEHF
(CTIEXTERIHY . Pegasus ZEERIREDAN— NIAUNA VA R=)LTNUE. ZOAMINEC(CVBH, FELEDLIR
BEEZITOCLAN, EDLSIBAYE—SZML TLINE2 RIFMHE. 1&FEN T (CEER I D EN mIREE R D,

WEEG. POT MM E2ERIZECED. -TyNIEINNTIC. i=BRENS Pegasus AV AR—ILTBENT
&%, COIORIVEE(L, Ty ) WEBEERRD I - - DFERELLRVCENS TOIUVIIEE [EIFEN TS,

NSO J)L—1&. ERSOEATFHEBEICXTL T Pegasus ZERFEL TLV. B EG(E. 1 RS TILOEFRIEZLL TIRD
nTay, MEOBATHECERZE I IIBEEA AT TIVEFHHEOF I NMNEL RO TVEE, —

24 4ign : The White House [Joint Statement on Efforts to Counter the Proliferation and Misuse of Commercial Spywarel
https://www.whitehouse.gov/briefing-room/statements-releases/2024/03/18/joint-statement-on-efforts-to-coun

ter-the-proliferation-and-misuse-of-commercial-spyware/

25 48 : Casetext T'WhatsApp Inc. v. NSO Grp. Techs./
https://casetext.com/case/whatsapp-inc-v-nso-grp-techs-9

26 488 : The New York Times [The Battle for the World’s Most Powerful Cyberweapon]
https://www.nytimes.com/2022/01/28/magazine/nso-group-israel-spyware.html

27 B FARRTA AYA—FIAFIER [RAYZTOS 1Y @ seES0IEHEREZDR) (917 ]
https://www.amnesty.or.jp/news/2021/0805_9278.html

28 gl : The Guardian [Court orders maker of Pegasus spyware to hand over code to WhatsApp]
https://www.theguardian.com/technology/2024/feb/29/pegasus-surveillance-code-whatsapp-meta-lawsuit-nso-group
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ABOUT US BOVERNANCE NEWS CAREERS CONTACT US

CYBER INTELLIGENCE FOR

GLOBAL SECURITY AND STABILITY

NSO creates technology that helps government agencies
prevent and investigate terrorism and crime to save
thousands of lives around the globe,

3 NSO J)L—J'D Web 1 b

[Pegasus DEAICET SRIRE)

NSO JIL—Th. [FhfzB0MEER(E. BRTFHERS (CTOXIBTREDER IR DTV /0 -2 EL . tHRIEDZSERD
LOEMAIBEY, JERBOTUVWBLIICERR., FOXRIIBTEX HRZBERIEL T Pegasus ZEEAUEAL TL\2HEBIEHF
£9%. UNU—7T. BARAY). AEFEIZR., MMEOHZE. Sv—FUAL RIAKHIREZEEFR I S/28IC Pegasus
ZAERUTOWSHREE®HD, IOVOIATARAEREDEETHSEL TRIECIZOTLS.

HF45d The Citizen Lab (. 2018 £ 9 AIC. 36 DREIN' Pegasus ZFIAL. 5t 45 HNEICEERIREBRD AN
MFEITDEDRABERBRZNARUILL, COIEDRES 6 MNET. BUASR. AEL. Sv—FUAN AEEEIZR. KA
Iz EZtR 9288 T Pegasus BMEAEINTL,

2018 £ 10 A. Y7387 ADSv—FHIZANTCRAFIR THD SV - haF KA MVADA R T—-)UcHdHD
SVIETHREEEE CBUNIE (CLDIREZ NS, COBHTE N aFROBHETHINFIEEDOHISTIET A
AN TTRVTSTERDAN—NITATN, YOS T7SE BRI Pegasus (CRERU THN, m&AMLDEDLTLE
BURNOHEHINERRII THolceand®, . h2aFROEESE. AEROKELHAEICKL. HOST7IETVERFOZD

29 488 : USA TODAY [Spyware firm tied to iPhone hack has U.S. ties)
https://www.usatoday.com/story/tech/news/2016/08/26/shadowy-israeli-firm-behind-apple-hack-tool/89408936/

30 48 : The Citizen Lab THIDE AND SEEK - Tracking NSO Group’s Pegasus Spyware to Operations in 45 Countries)
https://citizenlab.ca/2018/09/hide-and-seek-tracking-nso-groups-pegasus-spyware-to-operations-in-45-countries/

31 g8 : BBC [Jamal Khashoggi: Turkey says journalist was murdered in Saudi consulatel
https://www.bbc.com/news/world-europe-45775819

32 Wgm : The Citizen Lab [The Kingdom Came to Canada - How Saudi-Linked Digital Espionage Reached Canadian Soill
https://citizenlab.ca/2018/10/the-kingdom-came-to-canada-how-saudi-linked-digital-espionage-reached-canadian-soil/

33 488 : Committee to Protect Journalists (CPJ) FHow the Saudis may have spied on Jamal KhashoggilJ

https://cpj.org/2018/10/how-the-saudis-may-have-spied-on-jamal-khashoggi/
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34 48 : The Guardian [Saudis behind NSO spyware attack on Jamal Khashoggi’s family, leak suggests)
https://www.theguardian.com/world/2021/jul/18/nso-spyware-used-to-target-family-of-jamal-khashoggi-leaked
-data-shows-saudis-pegasus

35 g8 : REUTERS [WhatsApp sues Israel's NSO for allegedly helping spies hack phones around the worldJ
https://www.reuters.com/article/us-facebook-cyber-whatsapp-nsogroup/whatsapp-sues-israels-nso-for-allegedly
-helping-spies-hack-phones-around-the-world-idUSKBN1X82BE/

36 g : Ars Technica TWhatsApp suit says Israeli spyware maker exploited its app to target 1,400 users]

https://arstechnica.com/information-technology/2019/10/whatsapp-suit-says-israeli-spyware-maker-exploited-its-app-to-infect
-1400-users/

37 Hi#l : TechCrunch [WhatsApp exploit let attackers install government-grade spyware on phones)
https://techcrunch.com/2019/05/13/whatsapp-exploit-let-attackers-install-government-grade-spyware-on-phones/
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38 e : Google [Buying Spying: How the commercial surveillance industry works and what can be done about itJ
https://blog.google/threat-analysis-group/commercial-surveillance-vendors-google-tag-report/

39 g : U.S. Department of State [The United States Adds Foreign Companies to Entity List for Malicious Cyber
Activitiesl
https://www.state.gov/the-united-states-adds-foreign-companies-to-entity-list-for-malicious-cyber-activities/

40 g : MIT Technology Review MMHFREIZ/CAIT7REEINSO ], Kibl# TREEFTOEHL)
https://www.technologyreview.jp/s/262066/nso-was-about-to-sell-hacking-tools-to-france-now-its-in-crisis/

41 gl : U.S. Department of State FAnnouncement of a Visa Restriction Policy to Promote Accountability for the
Misuse of Commercial Spywarel
https://www.state.gov/announcement-of-a-visa-restriction-policy-to-promote-accountability-for-the-misuse-of-commercial-spyware/
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