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1. REBISOYAIITRE 2023 FiEEIFLD

1.1. FUSHIC

#2310 OSINT EZAUSIF— LT BERIDHAVITVIIN-THNEEIZREY A hotsiazE 2 €Z5U>J0L TV
%, TDEZAUSTHRERICEINT, 2023 FOREESSTAVIT I -TO/EE) - Bimz L sHic,

1.2. SYYAUITFREDIBH

FRBSSYAIITIIN-TER SZHADITZRVTI -5y MB#EORY NI —J(CH 3T/ Ve iES1E /BBEUIS X
T, ESF—LO5I SR (CEREZERL. SHIHRETICERENIAONBIFNGE, JI-THEEIZH 1 M TE
WMUIr Ve B (REE) 95, CRERBz _ECBBIILTHEIN-TTH3.

FEETM MDOZIH-IDITIFEL TSN, BETETIEATES YA M SNS 2RI 935> B AVIT7 I I -T6H
o

2023 FICETOTZHLIITIIN-THMTolk, HERMICE I 2IBOBROHERZAZL(CFed (B 1) .

AIEED 2022 (3. FHUTAIC 200 HEEOFIRTHON 2023 FFFERIZEL THEMERNRSN. 3 AL
BF(EA(C 300 LA _EoistshtEREbUR,
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W—=T=BRZENEREIEUI,

iBZIC Conti ¥° Lockbit3.0 BREDTIL—THB5H ADITNDY—IT— KLY — WEIYZ17IRENRHLTVS
L 23 ZNSOIERZRAT 2L T, eI IN—T%IB _EFBRENBZRCBTH. T AITT7T I —TOENNCER
HOTLWBEEZBNS.
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2 REYA MOBBHERSINZIN-TORBOKERS

[Raas [cHIFD 7 I UIA bOEDSIEM]

2B LITTIIN-TDZH, RaaS (Ransomware as a Service) EME(ENZERAZEEZEIL TV, cNE, J)L
—TOARL—A-N5H L1 72BRL. TNZFALTETRTHZ7IVIA MY LADVI7IREZITIH-EATH
%, WEBRBNSEBLEREEARL —F—ETTIIA RTHEEN., ZOENEDREMEFARL —F—(CHBD,

Raas (&, 2015 F(CT>H ADT7J)V—T Tox hBEIAL. JIL—T(CEBIEMDTLA, SR#IEAC RaaS ZEAURS
SHLADI7IIN—-TD—DTH3 Chimera (&. BREICHDHZ7IUIA MDEDTI%Z 50%ELTULE 4,

DT> LITTIIN—THEREL TWeTI4UIA MOED D EHBE, 2019~2022 FISEEIL TLVE REVIl (&

1 g8 : FORTINET [774ULA NaIY=17)l : Conti NEEBZZTORZEDFE]
https://www.fortinet.com/jp/blog/threat-research/affiliates-cookbook-firsthand-peek-into-operations-and-tradecraft-of-conti

2 4488 : BleepingComputer [Conti Ransomware source code leaked by Ukrainian researcher)
https://www.bleepingcomputer.com/news/security/conti-ransomware-source-code-leaked-by-ukrainian-researcher/

3 Hi# : BleepingComputer [LockBit ransomware builder leaked online by "angry developer"]
https://www.bleepingcomputer.com/news/security/lockbit-ransomware-builder-leaked-online-by-angry-developer/
4 88 : Graham Cluley [Come to the dark side. Chimera ransomware asks victims to become affiliates)

https://grahamcluley.com/chimera-ransomware-asks-victims-affiliates/
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70%?°, 2021 £F(Z(F Lockbit2.0 A 80%&EL TLES,

Lockbit3.0. CLOP (C#t&. 2023 £F(c 3 HBICZ\ WEEMRMEESRERUIS Y LADITIIL-T ALPHV (&, 1EkT
I4)I4 MOEDZEREDERAICEIOT 80%. 85%. 90%DLICEENSE TV CRIFERMENTETFN)
UNU. 2023 £ 12 AIC ALPHV (FCNFTOI—IVEZEEL., 7I4)IA bOEWDZ—E 90%L T3, &z VIP 7I4Y)
I4 MaFOBRTOISL%MIAT2ERRUL,

COB=R(CE. BIF7I1)I1 bOBEVIAHERRR T I4ULA bOSHIEZIA Iz ALPHV DEEENSHDEEZB5ND, 12
AICFBI CREEMEER) MMToEHI(CELD. ALPHV (MERAUTVWREDA MEO—EF IT 1>IJ50EUHEX
ZRITE, ZUIRSRF—EBICEB TN ZOHRICEEY A MEENTHD. ALPHV FREIRIRN TSRO,
ALPHV (3—HF8(CREY A MZERDERUBRIC. FBI OVEH(CI I /R FEEL TIEZ 8D EZRAL. TD—IRELT
7I4)IA MOERODD_EFREN-NEEZITIEZFRERUL (K 3) . ALPHV (JIRTE. #fc(CII5 EIFREY AT
HREARIK(CBI I 2R 21T IR, TEEZ L TL\2.

B EDLSIC, Raas (CBF2774YIA bOBRERDD ORI SFELZ EFUTED, BENRINERFRIFFENZIS
NBIRFICETIEOTLD,

> HBH : White Hat IT Security [THE REVIL IS IN THE DETAILS/
https://whitehat.eu/the-revil-is-in-the-details/

6 488 : KELA [LockBit 2.0 Interview with Russian OSINT
https://www.kelacyber.com/lockbit-2-0-interview-with-russian-osint/

7 {88 : SOCRadar [Dark Web Profile: BlackCat (ALPHV)J
https://socradar.io/dark-web-profile-blackcat-alphv/

8 Hi# : Krebs on Security [BlackCat Ransomware Raises Ante After FBI Disruption
https://krebsonsecurity.com/2023/12/blackcat-ransomware-raises-ante-after-fbi-disruption/
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Ladies & Gentlemen!

‘We've moved here

Kax Bb1 Bee 3naete $BP nonywnm Kmous oT Hallero 6210ra, TENeps Mbl PACCKAKEM KaK BCe
Gbino.

Bo nepebIx, KaK BCE NPOM3OLLIO, H3YYHB MX JOKYMEHTEI MBI [IOHHMACM YTO HMH GLUT
nonyuen joctyn B ojui u3 JII1, Tk Bee octanbubie [II1 ObUIH HE TPOHYTEI, MONYYASTCS 4TO
OHH KaKHM-TO OGPHZDM B3JIOMAIH OJJHOI'O M3 HALLKX XOCTEPOB, MOKET [JaXKe OH CaM NoMor
.

MakcHMyM HTO ¥ HHX €CTh 3TO KJIHOHM 32 NOCHEIHAA MEeCALI-TIONTOpa, 310 0Koo 400
KOMIaHHIA, HO Teneph #3-3a HUX Gosiee 3000 KoMMaHmit He NOMYYAT CBOH KJTHOUH HHKOTJIA.

H3-32 Mx JiecTBHI MBI BBOJIMM HOBEIE IPaBuna, a Tounee youpaem BCE npasuna, kpome
OJIHOI'0, HEJIB3H TPOraTh CHI'. MOZKETE TENEpb GJ'IOKHPOBaTL TOCIUTANIN, ATOMHLIE CTAHUHM,
YTO YIO[HO M IJle YIO[HO.

Peiir Teneps 90% N1151 Beex jiBepTOB.
He BhijlaeM HUKAKHX CKHJIOK KOMIAHHSIM, OTIATA CTPOrO TOH CYMMbI KOTOPYIO Mbl YKA3A/IH.

VIP anBepTh! NOMYHAIOT CBOKO MPHBATHYHO MIAPTHEPCKYIO MPOrPaMMY , KOTOPYIO MbI
MOJHMUMAEM TOJILKO JI7ISl HUX, Ha 0T/le/bHoM JILI, moMHOCTE, H30MHPOBAHHBIE IPYT OT JIPYTa.

CnacuG0 BaM 3a OIIBIT, MBI Y4TEM CBOH OIMOKH 1 GyfieM paGoTaTh ele IUIOTHEe, JK/IEM Balle
HBITBE B YaTax U NPOChObI CIENATL CKHJIKH, KOTOPBIX GOJIbIIE HET.

3 ITAYI5ZEVIERED ALPHV ORR
XIRHERSY : PT1UIA MDERDSIE 90%LTBTE. VIP TOJS A%ahIC LN BEHETNTNS

1.4. F&H

2023 FFFYADIT7DBRMEARL TWIENEZE TE. £z, RaaS ANDEANEH(CBOZZE T, RaaS #E
AT2IHLI17I) — TR ETEIEL THD. BFERT I)IA MR T DIz 7 T1UIA MOED T F R
(3TWVB. SEBT I UIA MBAIRIRRIIHKEE ZSN. TV —TOARL =5 —(ET7 I74UIA NI T ZHR— MEFI D58
{bZEIDEFRIND, o WEBRBNI BN EZILIERE LIF2I8. COUIN—-TREEREZIAZETT(V %8
[HUTNZERBNOEZL372, LWNDIET S RAODs&(EDfs. EMRBICTUEIHDOYR— NEZ#(E T 2EEZ5N 3.
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2. BEFREY—-ER I23andMel, B/ N-BZEICLDH 690 FADIEHHIFR

2.1. fiE

2023 12 A 5 B, B FREY-EXZERHMLTVSKEDESE 23andMe] (. 10 TR/ -RE(C
&7 —TIREOREEEN 690 HACOFBEFERUL . COBZE(CLDTBEENTLT —F(F, J\Wh—TA-3 LT3R
ENTLZ,

— . G

Ancestry Health + Traits News Research Stories

OCT B, 2023 - NEWS

Addressing Data Security Concerns

Update: December 5, 2023 2:45 PM PST

As our investigation comes to a close, we wanted to share the details of what took place and our

findings.

In early October, we learned that a threat actor accessed a select number of individual 23andMe.com
accounts through a process called credential stuffing. That is, usernames and passwords that were
used on 23andMe.com were the same as those used on other websites that have been previously
compromised or otherwise available. We do not have any indication that there was a data security
incident within our systems, or that 23andMe was the source of the account credentials used in these

attacks.

4 F—HRBRICOVTHHRETS 23andMe DI'OJ %R

2.2. 23andMe

[23andMe] (&, R ZFAVWVOECFIRIIREY —EAZIBMHU TOSEETHS. 2006 F(CH>IF2 S AATAITZE
N, HAGARNED 23 MOREBAICHIEL TV, 1-H—(E BT IASICISUTHI 100 RILNMS 300 RILO
REFY B AL, FEEUZBE D OMEERZFfTH(OXDIE T, FERIR PG R LV IR UDERRRUAIOHFEREERN, B
OB EMOBREIS VO EZRANSND, CNETIC 1,400 BANT—ERZFIAL TV,

EHORFHNRESEY-EZXELT. [DNA Relatives] (“relatives” (3. FiRIDE) H'Hd. COY—EXTIL.
DNA WAV BRI THEDIBHREZFMARI DN TED, BEARNLRHRIEIREBAIS LU DNA O—EEIS T, &5(C
HREUSEICMIFP IO -IBE, RRERFT—FEL OIBREMREINS,

° W88 : 23andMe [Addressing Data Security Concernsl
https://blog.23andme.com/articles/addressing-data-security-concerns

10 148 NBC NEWS FDNA test company 23andMe now fueling medical researchl
https://www.nbcnews.com/health/health-news/dna-test-company-23andme-now-fueling-medical-research-n958651

11 g8 : 23andMe [DNA Relatives Privacy & Display Settings]
https://customercare.23andme.com/hc/en-us/articles/212170838
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2.3. )\YH=JA-FAAD¥TEE 23andMe DX

(\Yh—-TA-3 hADFTR]

2023 10 A 1 B, H3KF/WH-IA-SLCEBCFRIREESOT —5%IR5t (—EPZERlEcm) I3ImMT0h
Nz, 0%, CORMBEFHEIBRENN, H3%T —5%250>0-RUTVRED, T-5%8 TR I $i%taz1Toc. OB
OIRIREIA -5 LAOSHIIEDEEZED . ZLOBRENFELSNTVS,

DNA Data of Celebrities (1 million Ashkenazi REPOST!)

by Addka72424 - Monday October 2, 2023 at 03:12 PM

W Addka72424 Hello everyone,today i re-uploaded 1 million Ashkenazi database

Originally posted @
lines

leak date:don't know
sample:

GOD User

GOD

4,705
260
Jun 2023

l'“

5 8EFIRHEERHY 3R
[B4AD DNAF—4 (RERRISVYA 100 GAS BigR!) |

[23andMe D3]

10 B 6 H. 23andMe @ARTOI T, ILFT 3w I IIRE (BIRIINAT—RUZNBUIRE |) #2311~
F—0T7h0> MSIEIRZBERSNEFERUIL COBRECAVSNI/TRD - RE, ROY—EXNSTRHEULIZEDTHI.
NEBUINRT—R%z 23andMe (CBVWTHERALTOWEA L MMREISEDZ, B EIRTOI-Y - (L. AXD— Rz
Uy U, OYA RTHIBULTORVEB O/XZD - FMEERE T BLIKDI.

B3 12 A 1 BICKEESEG I ZESNRH UL 1T HiiZ R EIIXEOR T, MRULOEEI-Y-
1,400 5AD 0.1 ){—t> b, 2FD 1 75 4,000 ADDELFIBEIRTHHEELEHUL. UNU. COFFBDTHO
fe. IRE2E(FRTR DI DNA Relatives I#EEFZFIAL. thOI1—Y—-DIEIRICE7IEARIEETH O, I1D5, WE
(FMEAUIZZHD> NTIDNA Relatives I#EEZESCE T BIGHIGAV I - —DT —56F IBRICEFERT BTEN' TE
Iz, 12 A 5 B, A#EARTOIZEHHL. EBRICIFH 640 BADOT —INEREN TV LZRDHDIEFREITO. B
$. 23andMe H'7T —HZRET DR ERBBEZ RIDECFIBIRMRBULIECHUT, EZRDDHFINELL

12 1@ : 23andMe [Addressing Data Security Concerns)
https://blog.23andme.com/articles/addressing-data-security-concerns

13 188 : TechCrunch [23andMe says hackers accessed ‘significant number’ of files about users’ ancestryl
https://techcrunch.com/2023/12/01/23andme-says-hackers-accessed-significant-number-of-files-about-users-ancestry/
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REENTLS",

2.4. ARHECEL BN RS>

BEFIEREZFIBULY-ERCHBVT, [BEREF1VTICBETIHM RI1EL T BATE. REEEANRFESE
DEOILENECEHRZAVCEEDECHITDENIBIRIREN 1 R I ZREL VDY, BHARIA>OTRES
BIEHEE(OOVT, MENEERIEROBIRWNCOVTE. I[BEROTZ L, IRK X (FEHEO IEZDOMMOEROZEEIED
Tzt FERERY . A, PDIBM R USRI BB B ZEBURINUERSR, 1&. XWEREBUDE 2R FI TV,

KETIE, 2023 £ 12 A 10 H. NIST CKRERRERAHATN) NMEGF7—-I054N\-t+1)71]

(Cybersecurity of Genomic Data.) &WVSEREEEFRERU. BIREE(E. DT —FELEU CGREFIBHRICE
RO ZANGDIN, IRTFEORYS —PEESETE DL TER, EBEFIBFROTF VT OIRIRCDOVTRH]
BRIEEEL TLS, NIST (&, B FIRHRZEDISBEENMF 1T R ZEN B LT BN IL—LT—V%. iF
UFRICIRIE TERLIREZED TLS,

2.5. &Y

BEFBIRE SBFIFTILCERINDOIEEEN DN RRFHIIFTRDME N BRI EIFENZFEEELEDRON
KDHENB, BIAE, BERHIBRBIZICOVWTORBIRNER I BE. WEBNMRIRZZFIOMBE BN BRU T IRZZIBAR
HBEIRDENN DD, . BIRNMEWRULI-T—E AL TR EVVERFZED ACEHWENRANENHHD., ZK
RPBERR, SHICEINDBEINZFRISTI BTN\ —DEESENEZEINS.

BT EETEATVWSHA RIAAIL-LAT-IDORBRFERL, EROY-CURHBETENSRRENZGN
(&, ZOAMBEEHRRL TUES. BUFEREN TR IU. T3NS —EFUEEOIR A ZHRL DD, B FIEHROB R AAIE
ZERAMRICSIFHEDISRRIBEONED L ZHRFFUIZL\,

14 Hg : BleepingComputer [23andMe hit with lawsuits after hacker leaks stolen genetics datal
https://www.bleepingcomputer.com/news/security/23andme-hit-with-lawsuits-after-hacker-leaks-stolen-genetics-data/

1> hE  REEEY REEEDTOISENECIBEREAVBEDBTCHIIZENBERIRENARS1]]
https://www.meti.go.jp/press/2020/03/20210323003/20210323003-1.pdf

16 gl : NIST [Cybersecurity of Genomic Datal
https://csrc.nist.gov/pubs/ir/8432/final
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3. DISM4FTRRBYAN-RE, O 7EIED/\YH—hIC{TFHER

3.1. #1&

O3 7(C&BIIFAFOESERRN N TVS—A T PAN-IREEHULBOTWVS,

2023 12 B 12 B VIS FTRADBEFESHIF-UR5— (Kyivstar) [h' KAFIELHAN-IREZZ (T,
HEHADFREIDE/MILBIERLA -y M —EZMELEUTZED F—DREDO—EBs TR ERS 2T LAHS
ULk,

WE(LJ, OV OEFZIRZRITTIREENEDOTVWLH#BN S, 2022 F(COS 7 DERINMIAFE O TLLK, EfRER
BHEUO TV, SEIOHREIITAFTOERA S ITHNRIITEHAN-IRBDOR TERFRENKREVEDEROIY

S—— T W -

6 ¥—UA5-007 (F-VICH3FHEDFL) @

3.2. #-URY-DAMIRIEE

F-IR9-DRyRI-JREEL, 12 HORR(CFEEUL. BIREENMABNSE/ A ILBEPESEN TERTOLED
REZZT. B BRIENFREL TV EZMERL . [RRAIE F—DRF-DSZF A FB/\w+> T THol.

17 Hg8 : REUTERS [Ukraine's top mobile operator hit by biggest cyberattack of war]
https://www.reuters.com/technology/cybersecurity/ukraines-biggest-mobile-operator-suffers-massive-hacker-attack-statement-2023-12-12/

18 488 ; REUTERS [Hackers linked to Russian spy agency claim cyberattack on Ukrainian cell networkJ
https://www.reuters.com/technology/cybersecurity/ukraine-says-russian-intelligence-linked-hackers-claim-cyberattack-mobile-2023-12-13/

19 488 : Interfax-Ukraine [Large-scale failure in work of Kyivstar mobile operator occursl
https://en.interfax.com.ua/news/general/953523.html
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(¥—DRF—[DONT]*

F-UR5—(3. 1994 FIERIIENLIIFTA T RADEIRBESHEEHSLUTO- R\ R/>5—2y NJO/15-T
0. AT OEREIET LT Veon DI T (L. 2023 F 3 AR COEFEFRY - CA0ZHNHEE 2430 B
. A2F—-2y M —EXDZFIHFEAE 110 HHALETHS, D751 FHRER/ (LT, [SBUL) OBAN\—t+1U715D
FIOEFEETHS lllia Vitiuk KFA>IE1—T F-DRI-FEER(CERBIBD. TF1)F/(TH+HRIANMNITH
RUTVBLIICR A ERRTS?

(1 N-ZEDFE]>>

SEINRETE, F—IRI—DBIEZ AT LAOFENTEICHIRINS, WEED F—IRI-AOHRFORET —
N= PCEZED. BEETOIATLADT —HZHEUD. F—IRI—DA>IT50%) 40% MERREECR, TN
(LD, BFHOE/\(ILBEPEEEER, RITOIRTLAFCEENFELEL. O TORIMEF O TLLRRORERZEER
LA N -IRE LRI,

VI FERG. O3 TOER(CIRA DD, HEHBIHEOERIIKTFL TS, F—IRI—DEFEBEDOI - —EED
I3 FOANODFEU L2 TOIN, B EE5R2KEZBATDISEEROI Yy M D225, BHtO1-5
—(JEFEPE/NBIE, BIROREN TEROR, COLIRIGEEF. EROMOBIESEE DR HEL CRIETSE
B0—- Y —EREFEATERZLICHOTWVN, BERT —HOETRS AT LANEBDIICHEE N s, ENENRDENH
Ofe®, BIREZRETERIF—IRI-DI1-Y -G OHEHESHLOFIREZ R, F—IZI-DEARDFA/NLTH
BIN—HTA>DIEEHITATIN R EOT, o, BEBF—VEAD 75 U FOEE THEEZRI AT ABARMEILUZ, G
(C. ERES AT LAOREZR T, RITEBIPOIL Dy b— RO AT AO—EBMMEZ BTz,

B BEANGZABREZEOIN BIOBES AT LAZERLTVSIIFATER. SEIOFZEZR RN,

(BRZEDRTE]Y

SEINF—IRI-DA> I ITIREL, O F7DESHEAIBIBHREE (GRU) BT OYA )\ —BEEIBRB
[Sandworm] (CLBIB1TTHDE. II514FD SBU (FFEFKL TS, Sandworm (& 2015 & 2016 FE(CEIISA(F

20 4@ : Kuisctap [Mpo wacl
https://kyivstar.ua/about

21 488 : REUTERS [Exclusive: Russian hackers were inside Ukraine telecoms giant for months]
https://www.reuters.com/world/europe/russian-hackers-were-inside-ukraine-telecoms-giant-months-cyber-spy-chief-2024-01-04/

22 g : REUTERS [Ukraine's top mobile operator hit by biggest cyberattack of warl
https://www.reuters.com/technology/cybersecurity/ukraines-biggest-mobile-operator-suffers-massive-hacker-attack-statement-2023-12-12/

23 488 : REUTERS [Exclusive: Russian hackers were inside Ukraine telecoms giant for months
https://www.reuters.com/world/europe/russian-hackers-were-inside-ukraine-telecoms-giant-months-cyber-spy-chief-2024-01-04/

24 @l : Interfax-Ukraine [Cyber attack destroys about 40% of Kyivstar's infrastructurel

https://en.interfax.com.ua/news/general/955839.html

25 488 : Interfax-Ukraine [If situation with Kyivstar outage not changed, company's fixed-line network will be
disconnected - Kyivstar president]
https://en.interfax.com.ua/news/general/953719.html

26 e : Interfax-Ukraine [Kyivstar system breakdown doesn't affect Ukrainian military operations - Ground Forces)
https://en.interfax.com.ua/news/general/953645.html

27 488 : REUTERS [Exclusive: Russian hackers were inside Ukraine telecoms giant for months]
https://www.reuters.com/world/europe/russian-hackers-were-inside-ukraine-telecoms-giant-months-cyber-spy-chief-2024-01-04/
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https://www.reuters.com/world/europe/russian-hackers-were-inside-ukraine-telecoms-giant-months-cyber-spy-chief-2024-01-04/
https://www.reuters.com/technology/cybersecurity/ukraines-biggest-mobile-operator-suffers-massive-hacker-attack-statement-2023-12-12/
https://www.reuters.com/world/europe/russian-hackers-were-inside-ukraine-telecoms-giant-months-cyber-spy-chief-2024-01-04/
https://en.interfax.com.ua/news/general/955839.html
https://en.interfax.com.ua/news/general/953719.html
https://en.interfax.com.ua/news/general/953645.html
https://www.reuters.com/world/europe/russian-hackers-were-inside-ukraine-telecoms-giant-months-cyber-spy-chief-2024-01-04/
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RARBEEAERLN, F-0R5—-(C&NE 1 ADRFEEDTHD> MIREBIEA T IIHDEEINDCENTZEHS
nTws?, SBU OAENS. Sandworm D) \wh—(3EEE 2023 £ 5 BIEF—IRT-ADEAZRHA#IED. 11 B
DB (LR R T I MERBIEEZBNTVS,

RB. AT LOBIRIZFTRL, J\WH—HDF—IZF-DS T ARIBATBECELD. DIF4FTERDAN—NIAZD
1EERZEFENL CLVCRIBE RSN TS, FIZ (L, BRERUIAB N IBERNSAIE BEROIEIE® SMS Xv—S0EZE
Z170\ Telegram OV D> M7 I AEZEFERT DEFT THERIZDTIFRVNEDEE ZSN TS, BB F—TURH—(F
BAT—AENIAEBT - IDRBEESTEL TS,

(EPERYREIR] >

BHOY—EXSERREAICIEIL. BERAER THS 12 BO 20 BCEETEEEY-EANEPHHMCEIRL. 13 3
(C. FREMIFEELHRA S5 -y N2 H EUE”D\%B%W:O /1@, 14 BC—SpitiT/8IAL. 15 BHO®
(CEARRARTEZZLICRIR. 20 HOERO-Z>JY-EXDEIRZE-> TREHEEARNDETOY -ERZTRITE
[HEBfecezRR. /\wF > JOFEENS 1 uFaﬁb\.ﬁou\rco

F—IRA—(E BT —1BE. FFHCTVIVEAI0Y I NCEBBEIMMEIRICE S UIRERAR TS,

3.3. PITFRAERRULENITIEAMES

SEIOHE. O 70\ I7EXRERKilinet I, IREOFEEUL 12 BIC Telegram _ETIRITREBAZHELTLRN,
TNZEETUSGHMEIRUTORLY, 2HICE. O>70)\JI71EZ R Solntsepyok I, F—025—DH—/\—(C7IEX
UleCtmRT R - >33y MR Z IR 1TRA A% Telegram (33%FRL. 1 AEDIE1—45—. 4000 & EOH -/
—. IRTOIFIRAN =SENWI PV TS AT L ERIRUIZEEIRULTLS,

28 g : WIRED [T9951F 21 0EE12B5LTWEOST70) \wh—%ERl. TOBINEREOHE ]
https://wired.jp/article/sandworm-russia-ukraine-blackout-gru/

29 88 : Interfax-Ukraine [Attackers hacked Kyivstar's cyber defenses through account of one of its employees - company presidentl

https://en.interfax.com.ua/news/general/954089.html

30 488 : Interfax-Ukraine [Kyivstar restores 100% of services - company president]
https://en.interfax.com.ua/news/general/955479.html

31 gl : Interfax-Ukraine [Kyivstar expects to fully restore services on Dec 13]
https://en.interfax.com.ua/news/general/953727.html

32 g : Interfax-Ukraine FResumption of all Kyivstar services in compliance with security protocols takes time - security servicel

https://en.interfax.com.ua/news/general/953866.html

33 188 : Interfax-Ukraine [Kyivstar starts turning on voice communications from 18:00, hopes to restore other services within 24 hours]

https://en.interfax.com.ua/news/general/953965.html

34 488 : Interfax-Ukraine [If situation with Kyivstar outage not changed, company's fixed-line network will be
disconnected - Kyivstar president]
https://en.interfax.com.ua/news/general/953719.html

35 g8 : REUTERS [Ukraine's top mobile operator hit by biggest cyberattack of war)
https://www.reuters.com/technology/cybersecurity/ukraines-biggest-mobile-operator-suffers-massive-hacker-attack-statement-2023-12-12/

36 g8 : REUTERS [Hackers linked to Russian spy agency claim cyberattack on Ukrainian cell network]
https://www.reuters.com/technology/cybersecurity/ukraine-says-russian-intelligence-linked-hackers-claim-cyberattack-mobile-2023-12-13/
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senEncI sriamanen: U TVWRMMDOATIZADE A CHE %!

Mbi, xakepbl «ConHuenek», 6epem Ha ce6sl NONHyo
OTBETCTBEHHOCTb 3a KkubepaTtaky Ha «Knesctap». Mbl
YHUUTOXMUAN 10 ThiCAY KOMNbIOTEPOB, 6osiee 4 ThicaY
cepBepoOB, BCe CUCTEeMbl 061a4HOro XpaHeHus AaHHbIX U

B £~ 25~ DR BT B,

Mbl aTakoBanu «KuescTap», NOTOMY YTO KOMNaHus
obecneymnsaeT ceasbio BCY, a TakXe rocygapcrTBeHHble
OopraHbl U CUIOBbIE CTPYKTYPbl YKpauHbl. OCTanbHbiM
KOHTOpaMm, nomMmorawuwmum BCY, npurortoeurtbcs!

P.S. OtpenbHoe cnacmb6o HepaBHOAYLWHbIM COTPYAHUKaM

\_«Kuescrap». )
¥ 2.7K 1.2K 252 N 143
& 129 73 @ 54 & 34
= 20 W 13 e 10
0 P 2,813 Comments >A

7 Solntsepyok [c&% Telegram TR

UHU. BAN—tF VT ORFREORBEICLDE. INSO/I\ITAEANENSRIOISBEERAFIZE T INER
EZRUTERITTEN EONSHTHIRFENI TH D FHIRINIAI) 223y b IREBOFEHLEL T THEH 5ED
nTws. 550776, IPATREAZEUOEARHCOVNTOAT 1 T7ERE NG OI#& THD EATIETHo e Dh
BT DIREHLEIRRL TUORL. CNSDIBITRIRICOVTE BICAADRE L ZESHLIELE. FEBSOMHEMOE
ZTHOIZAIREEEE X5 NEY .

3.4. LY

O3 7VERIIFATOERA S IR BIcth. STAI)P RO TROIRUVINEZTOTWS. SEINF—JR5-0
SAHIMENRIRZLERRORRE . YA\ -WETIHLEDEBZZ5N D EEA VIS (MERREECR LMD Y
BIERE(CERZENIRN T Do SEOKETEITAIDOZEERERS XT ©ANEEERZ (RN TORA(CIHAIVIRED
SO AL ANBREMLAR I BEIEEMEN DO,
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37 488 KELA [Kyivstar #£01/>>5 YN B9% 5 D058/ (L2DEXR)
https://www.kelacyber.com/ja/5-questions-and-answers-about-the-kyivstar-attack/
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AEEFEOAFR. IEHETHILCREZRLTENFIN IEZRIET 0D TEFEL ASLFEOFACRERLTRE
UTRWWEBIEE. I BKCOVTHMELFEAOTIEBRELE, LBAIGREPABOFR). TOMMIIEREE. SR
BOEEIENDIHE[E. SFHCINFELITITERIE,

BEVWEDESE : NTT t+1Y71 - Sv/UkRatt

IPNTATH—-EREB OSINT EZAUSTF—LA
A=I7RLA : WA_Advisorysupport@ntt.com
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