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! {88 : Cisco Systems [Cisco Adaptive Security Appliance Software and Firepower Threat Defense Software Remote Access VPN Unauthorized Access Vulnerability

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurity Advisory/cisco-sa-asaftd-ravpn-auth-8LyfCkeC
2 488 : Bleeping Computer [Linux version of Akira ransomware targets VMware ESXi servers]
https://www.bleepingcomputer.com/news/security/linux-version-of-akira-ransomware-targets-vmware-esxi-servers/

3 H# : Malwarebytes [Ransomware groups claim responsibility for double-attack on Yamahal
https://www.malwarebytes.com/blog/news/2023/07/ransomware-groups-claim-responsibility-for-double-attack-on-yamaha
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4 488 : Rapid7 [Under Siege: Rapid7-Observed Exploitation of Cisco ASA SSL VPNs/J
https://www.rapid7.com/blog/post/2023/08/29/under-siege-rapid7-observed-exploitation-of-cisco-asa-ssl-vpns/

> Hi# : The Record [The hacker ******** in his own words: Portrait of an access broker as a young man]
https://therecord.media/bassterlord-interview-hacker-initial-access-broker

® Hi# : Analystl [Ransomware Diaries: Volume 2 - A Ransomware Hacker Origin Story)J
https://analystl.com/ransomware-diaries-volume-2/
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/ H#8 : The Record [The hacker ******** in his own words: Portrait of an access broker as a young man]
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2.1. ;IE

2023 £ 9 A 12 H. XEEPH#E (United States Department of Defense [DoD]) H'. B4/ —EEEDE
#9 (2023 DoD Cyber Strategy Summary® [T, DoD B4/ /\—#B%]) ZAKUIZ. CNISE 5 BIGEFRE
RAHRHEINTW YA NN -EBENSEEERER D ZBRVCED T, 9 5 FERDDRET LD,

KETEDAN-ZERICHITDERAL RBRIDIEAICIEEL THD. DoD Y1 /\-EEZTIZZDURIZHIETDT57ED,
AR ZHEE T DI DIEEN S EREICOVTERBAL TLS,

INTRODUCTION

The Internet enables global connectivity, communication, and innovation. It has brought increased
U.S. Department o f Defense prosperity to the United States, inaugurating new industries and revitalizing old ones. It has also helped

to ensure the superiority of the Joint Force, strengthening our ability to coordinate and quickly adapt to
dynamic circumstances. In this decisive decade, the success of our Nation depends upon a free, open,
and secure cyberspace.

The United States is challenged by malicious cyber actors who seck to exploit our technological
vulnerabilities and undermine our military’s competitive edge. They target our critical infrastructure
and endanger the American people. Defending against and defeating these cyber threats is a
Department of Defense (DoD) imperative.

S UMMARY The classified 2023 Department of Defense Cyber Strategy establishes how the Department will operate
in and through cyberspace to protect the American people and advance the defense priorities of the
United States. It implements the priorities of the 2022 National Security Strategy, 2022 National
Defense Strategy (NDS), and 2023 National Cybersecurity Strategy. It builds upon and supersedes the
2018 DoD Cyber Strategy. This unclassified summary is intended to present the overarching priorities

of the 2023 DoD Cyber Strategy and should not be considered exhaustive. The scope of this document
2 0 2 3 is limited to the cyber domain; it does not establish policy for the Department's operations in the

information environment.

The 2023 DoD Cyber Strategy is grounded in real-world experience. Since 2018, the Department has
a signifi number of cybersp: i through its policy of defending forward,
of

actively disrupting malicious cyber activity before it can affect the U.S. Homeland. This strategy is

The Department of Defense

-

O=VOE=EO=0

7 2023 DoD Cyber Strategy Summary O%#f& INTRODUCTION!!

8 H# : U.S. Department of Defense [2023 DOD Cyber Strategy Summary]J
https://media.defense.gov/2023/Sep/12/2003299076/-1/-1/1/2023_DOD_Cyber_Strategy_ Summary.PDF

o e B [PEOITSHVEREER IBTECZE 7XUNER R EOHEEE]
https://mainichi.jp/articles/20230913/k00/00m/030/043000c

10 488 : Cyber Daily [US DOD releases 2023 cyber strategy to combat emerging threats/
https://www.cybersecurityconnect.com.au/defence/9585-us-dod-releases-2023-cyber-strategy-to-combat-emerging-threats

1 488 : U.S. Department of Defense 2023 DOD Cyber Strategy Summary
https://media.defense.gov/2023/Sep/12/2003299076/-1/-1/1/2023_DOD_Cyber_Strategy_Summary.PDF
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REFREZIBULEZ. UNU. CORFRTESA N —BROMAUCSVTEICFERCE(EBH T, HIEO7TO-F2HRFI L0
TV,

2016 FORAFEBEZETOOS 7 OUAN\—1EIRTIEZIE T 2018 F(CRITEINIHEBR (L. [FK 4 OFIZEZHIEIEL T
SFB 1L HILEFRDOERBINST —HBEHFA AT ZITIE LUz, DFD, BEHD YA N—EBOFRLRICKEN
BB CRIN- T BELS Y. WWERIHE -PHIETBE0D[Defend Forward (F4J1>R-JA—=0—R : Bi5F
&) 1EWSHFULLEEZ OB THS ™ 2,

F/z. Persistent Engagement (JN—ZFON-I25—IXADN @ iMGRIMESS) BB REBANOZLEER
UIeEDTHD. TNUE HAN-ZERTRET D17 > NABECEAND., XU - 3 EZITIE T, BEOFRORTIGHEE
NZRGERIC LT EROLZ 22BN END LSRRI BRI EZRAICHHC CEZIBIZEDTH D,

ZD& 571 Defend Forward {2 Persistent Engagement QREDEEZZERDANDBCE T, KEFBHAERHNLEFLD
AEINBIRIFH I CEZIBOTULE,

2.3. 2023 £ DoD B )\—-HRE&ICDOWNT

SEINRSNHA N —EBEOBE T(E, KEICTITIREOEBREL T, PE. O3> 7. L8RS, 15>, BHEERR
fBik. ESNOIRTEEMEZS, KEOMISREDE L 2BIET LR TS 18, ZIBUSNEE /B0 T, 45T
FENSOERUCDVWTHEHAALEIRNTE, Fiz. FCRIEREN/— M—EDiRH &85 2 ECDVT, IEENNE
nEnTunst,

12 g . BARER MR, 91— ZROBEHIEE Eleah iRz
https://www.nikkei.com/article/DGXDZ032274060V10C11A7EB2000/

13 g : OXFORD ACADEMIC [The Power of Beliefs in US Cyber Strategy: The Evolving Role of Deterrence, Norms, and EscalationJ
https://academic.oup.com/cybersecurity/article/9/1/tyad006/7097988

14 H#8 : OXFORD ACADEMIC [The Power of Beliefs in US Cyber Strategy: The Evolving Role of Deterrence, Norms, and Escalation]
https://academic.oup.com/cybersecurity/article/9/1/tyad006/7097988

15 88 : U.S. Department of Defense TCYBER STRATEGY SUMMARY FINALJ
https://media.defense.gov/2018/Sep/18/2002041658/-1/-1/1/CYBER_STRATEGY_SUMMARY_FINAL.PDF

16 g8 : U.S. Department of Defense ITCYBER STRATEGY SUMMARY FINALJ
https://media.defense.gov/2018/Sep/18/2002041658/-1/-1/1/CYBER_STRATEGY_SUMMARY_FINAL.PDF

17 488 : Cyber Daily [US DOD releases 2023 cyber strategy to combat emerging threats]
https://www.cybersecurityconnect.com.au/defence/9585-us-dod-releases-2023-cyber-strategy-to-combat-emerging-threats

18 e : U.S. Department of Defense 2023 DOD Cyber Strategy Summary
https://media.defense.gov/2023/Sep/12/2003299076/-1/-1/1/2023_DOD_Cyber_Strategy_Summary.PDF

19 4488 : U.S. Department of Defense [DOD's Cyber Strategy Emphasizes Building Partner CapacityJ
https://www.defense.gov/News/News-Stories/Article/Article/3523840/dods-cyber-strategy-emphasizes-building-partner-capacity/
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EFLOEECLID YN\ —BEHmE _ ENERINTVS,

[Hunt Forward]?. 2. 27

S[Em DoD B /N8 (L. 2018 FENBDI Persistent Engagement (#f#5eA97ESE) 10—EELT. [Hunt
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ETHB,

Hunt Forward F—Al% 2022 0O 7(CLBVIF1HRROIRICERESNTHED, O T7OBAN\-IRENSIIS
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20 88 : GIZMODE [SolarWinds /\WH>JBAHIDWTIRIEETHHOTLBIL]
https://www.gizmodo.jp/2020/12/what-we-know-so-far-about-the-solarwinds-hacking-scandal.html

2L e : REUTERS ['Flattered' Russian spy chief denies SolarWinds attack - BBCI
https://www.reuters.com/technology/russian-spy-chief-denies-svr-was-behind-solarwinds-cyber-attack-bbc-2021-05-18/

22 g8 : BBC NEWS JAPAN [ FBL BRI TRAFAOYA/-ERFOS 7R/ \wh—¢]
https://www.bbc.com/japanese/57339918

3 88 : Tokio Cyber Port [IOZ7)L /{154 SBHETREY A\ —F1U7( (FHEF R
https://tokiocyberport.tokiomarine-nichido.co.jp/cybersecurity/s/column-detail93

24 {88 : THE WHITE HOUSE [Executive Order on Improving the Nation’s Cybersecurity]
https://www.whitehouse.gov/briefing-room/presidential-actions/2021/05/12/executive-order-on-improving-the-nations-cybersecurity/

25 {88 : U.S. CYBER COMMAND [U.S. Cyber Command 2022 Year in Review/
https://www.cybercom.mil/Media/News/Article/3256645/us-cyber-command-2022-year-in-review/

26 i AARERE RREOY A\ IR, PEORTINEZ FEESER)
https://www.nikkei.com/article/DGXZQOGN131AWO0T10C23A9000000/

27 488 : Wedge ONLINE [EHIEIFITRENSOIIMERETZ BEZSTNEOIYRY)
https://wedge.ismedia.jp/articles/-/29268?page=3
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8 g A (PEOITSH)ERERISEICEE 7AUNEHREOHEEE]
https://mainichi.jp/articles/20230913/k00/00m/030/043000c

29 88 : U.S. Department of Defense FDOD's Cyber Strategy Emphasizes Building Partner CapacityJ
https://www.defense.gov/News/News-Stories/Article/Article/3523840/dods-cyber-strategy-emphasizes-building-partner-capacity/

30 g : DEFENSE DAILY [DoD's New Cyber Strategy Includes Developing Tech To ‘Confound’ Malicious Actorsl
https://www.defensedaily.com/dods-new-cyber-strategy-includes-developing-tech-to-confound-malicious-actors/cyber/
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31 HE8 : ITmedia NEWS [ARYA NIMREUL IOBIER SAOWSH4 FHER. IoUILERET]
https://www.itmedia.co.jp/news/articles/2309/04/news118.html

2 hE  RESE ITREFHEIEMIALELL] BED(NBEARE, £ETHERC [RFOTM EER1TE)
https://nlab.itmedia.co.jp/nl/articles/2309/04/news117.html

3 HEE : FNN J5A LAY 51> [THE TSR I PEY A MO RS AKE "J it THIRC )
https://www.fnn.jp/articles/-/581910

s X TREPFERYA)(—t>5-]
https://x.com/KPP_cyber/status/1677210845170810880

3 HE  &BAUA—Fwb Tacmailer OESFHHCTERCREEL | 2<BOYR—MER]
https://help.sakura.ad.jp/notification/n-2621/
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3 HE  RRAEHABEE K- LAR—-SEROSHSE]
https://n-meat.co.jp/archives/36088
¥ ERE BFOF (BEHASIHSE]
https://kagoshima-ohsho.jp/news/4916.html
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REFR

KEEBOAFR. IEHETHILCREZRLTENFIN, REZRIEI 0O TIEFEL ASLFOFACRRLTRE
UL 3R E . I BRICOOVTHRHELIFADOTIEBEIIE, ELBAIGRHEPRE DR, TOMMIHEREE. S
EBOEFENGIHEE. HFECTIN FERITITERZE,

BBEVADES% : NTT EF1UF1 - SvIVikRStt

BT TH—EZER OSINT EZAU2 T F— 1A
X=JVPRLA : WA_Advisorysupport@ntt.com
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