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[HLR—MNIDNWT]
HLR—RTE 2023 & 5 BRCEURBRL RIEHREF1UT((CEATEEH. BR. F2NS2E0OEERBEOZLOD
PHSEFCEBEEZZASND MY 3 SEY, FEDHEDTHD. FREVINESFUTOESDTH D,

55 1 & [2K Ubiquiti HOREBARIEIRICERFIR T3]

« 2023 £ 5 A, XK Ubiquiti (IEF7¢) #OcttEIC, 228 6 FOFIROA. #9 160 5 RILOESEEOZIA
WEDEIBHEWESNZ. COAYE. Ubiquiti #HCTERRARD 2020 FRIC, BrEhSHET —5%Z85EL. 4t
Bo) \Wwh—zE o TR#AZEIBL. BHIN TV,

o RETE BEOHENMMEINSEITSNHAN-IREICRU T, ZOWEBECRDITHL. BHICHLTENRE
ZERUIZCLICED, BIRHIREZZITEHHINIIRUSN TV, e, Telegram TN DB ZER I RIERE
BIEEZSNZIIRIHEND,

« S8 WEPARIELANEINSOUAN-IREDIRFRZIEC LOBRERZNMENN T B EIEEMEN B ENSISHU TSR
BDEEZZ(CT DR ENDDEEZISND.

2 2 B [BATHIENLNDIADE SIM ADYTFEIRE O]

e 5 A 11 H. ERF (I ADAN—rIA>D SIM h—ReBFITUCEEESZ25EWB [ SIM 2Dy (LD, %
YN F DI TEEESZBAUVTARIECESUREL T, IFRBOLZF# U,

o WEEIWEE(CBDIEL SIM Hh—ReEBEFRITIZELC HEEOEEESEF D FoHDT T,
BEESEFIAURL SMS SREELZEE TEDLOCRD, SRITPIESEEO7 TUZFIAL. HEEHEEROOE
WSEBEOORE(OXRES DL DIcENRIREICRD.

o SIM XDV (HER . EERY—-EXT SMS Z{FEoIZER52fE> TLWS1HE(d. FIDO w0257 JULYIE+—% 485
LB EZRRECIVBR B % HEE TS,

2 3B [E%T. GERUITYA NRESARE Rz IFUMT ]
o BRIT(E 5 A. 1Y MSEADRIRZITUENIZFRIMME([CHBVT, 19—y MERZICAURBRF E%
BNU,
o COFFEZESE MEASNIR-DMRRIER(CRRSN DI, FIHEICHETR I DN TES.
o FERDLS1 Google Dorks (=4 R=UR) EMFEENZA -2y MERZIGCAULTFEL. [LVEFEZ
FHFAARL. BHOtF1UT LORBEEORR (IR,
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1. K Ubiquiti $tOREBARIERICEAIEIRT S

1.1, #1E

2023 4 5 B, * Ubiquiti (IE+74) #tDstttE Nickolas Sharp (Z15R 3v—7 [LAF. Sharp]) (T, 2%
& 6 FEZRAOREEER T WVEGUR RN T ENZ, Sharp (& Ubiquiti #HICTEREFRD 2020 FEKRIC, J\wh—%%>
TRt ZBBI3EMERCL. @fenTLE 2%

1.2. REIRIESHOREE °

Ubiquiti #£@E@D1 L ARy N - RImEZIRM TS Z1-I-IhellmEI B ETHD . ALTZMTEED Sharp
(. 2018 £ 8 AN5 Ubiquiti #L(CENFEL. YIRIITRFELISI R >I50TF1VT1FOFEHBHU TV,

Ubiquiti #T(3. FFERET AWS & Github Z{ERLTHD. Sharp (F ERRAFEELLT. WINOFRIEIBRICET)
TR BIENBIRETHOI.

[(BZEDHIE]

Sharp (& LE2D7IT A EZRBRL. 2020 £ 12 BRENSTEICHF T Ubiquiti 1D AWS 1 GitHub (CBgiE
2L EDWZIERZTHEL. £, REBORMEREIZFHIEBFST tho 520 Ubiquiti HEREEEN DRI LIC
BSULTULBLIICREN T

FHRAFD 2021 £ 1 A(Z2%E. Sharp FANEIOKIEEZ{ARL. Ubiquiti #to_EEEFHES(C. &5t 50 Evhao
> (#9190 ARIVIEY) OBREZERIZA-INEXEUL. ZUTIOX=ILOFT, HIRESISHR(C, THELIZT—
T TIRIR T DEDES | ZFF5HETT,

UMU Ubiquiti fHESNUCISURhoreizsh. STHAERBRD#L53 AT, Sharp (EE#t(C SNS [Keybase] TXvtz—I%ix
EU. TEYRIMI(EEU. 58 (%) BIEL., CCTRTRIURR. ZOXvE—S(lE. 55D Keybase 1-H—H77
TARIEERTANANDUINEENTHY. Sharp (FEDTAILAIC Ubiquiti tENSBEERUIeT —FD—3B% 7y 0— RUT
Wz,

(4]

WENS 1 F180 2021 £ 12 A, Sharp (FBEFFEA® FBI (L I BEEFOFFECLDF BN 2L T 2023

1 148 : SecurityWeek [Former Ubiquiti Employee Who Posed as Hacker Sentenced to Prison/
https://www.securityweek.com/former-ubiquiti-employee-who-posed-as-hacker-sentenced-to-prison/

2 g8 : U.S. Department of Justice [Former Employee Of Technology Company Sentenced To Six Years In Prison For
Stealing Confidential Data And Extorting Company For RansomJ]
https://www.justice.gov/usao-sdny/pr/former-employee-technology-company-sentenced-six-years-prison-stealing-confidential

3 Hi#8 : Condé Nast TUNITED STATES DISTRICT COURT, SOUTHERN DISTRICT OF NEW YORK [GOVERNMENT'S
SENTENCING MEMORANDUM REGARDING DEFENDANT NICKOLAS SHARP1]
https://cdn.arstechnica.net/wp-content/uploads/2023/05/US-v-Sharp-Sentencing-5-11-2023.pdf

4 H#8 : U.S. Department of Justice [Former Employee Of Technology Company Charged With Stealing Confidential
Data And Extorting Company For Ransom While Posing As Anonymous Attacker]
https://www.justice.gov/usao-sdny/pr/former-employee-technology-company-charged-stealing-confidential-data-and-extorting
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% 5 H 10 B. Sharp [CXUTEEE 6 F0OFIROAM, #) 160 F3 RILOIBEEOSIAWEDarTHEESN,

1.3. REIARIEEY A N -ZE DKL

MEBNRMZ R CEEMICEIEREERIDZEMHE. Sharp DT —ALIF TRV,

2018 £ 2 A, mEICHIPENBREBEREHESIHAN-IAEZZ (1. B0 Ashley Liles (3 IT t+1U7<7
FIZARUTAHZABL T, IMEEOADDCEEN B EEZIFERS 2BV, 2L TEH O EDOFAN
BA=)UTHAEDIRUAIE7 VATV EROIREENXEL TLB B EZEAL. BPIEEINTWVERED
X1 B BOESEEUALYNCERBUR, . A=) 7 RLAZBEUTREE(RDTEL., B SHLTERED
ZIANVEREES N, (RENEUR LT, Liles [FCDERIGEBEINT.

TUT S EFERL ENRBUIZ 2023 £ 5 A, BEDWTHBIRZRDIZE 7,

52D Sharp t° Liles 07 —R(EHMEBD) \wh—%Z R IcNEF A IEBEDIEITTHoleN, Telegram (CT. EAB(IAEA
BH5. BADIRITEZRFEDIENMMIOHRHEZEIREZRERLUE (K 1) .

JORGE ELOYE
MT103 GPI Wire Transfer Receiver Needed

| am a banker in Japan,
All operation takes place in the swift room

| work on all kind of financial Transactions

send me a message and we work on a long term business relationship

Thank you all

1 BXROBTELHIZIAMNIERELE. EEXEOZBMAZE R
FER : FAGBAROIRITEIL, 2TOZEHHE SWIFTxIL—ATITONTED., FalFHSDDERIEE|CREFL TS,
Ay —I 72X TMN . REACOIOTHGEILELS,
X IRITRIOEFFERES|(CBIT 3Ry NI —I2 AT A

1.4. Lo
Z(DEETE AEBRIECSHEIN S0P\ -KBZENEN, H7TU-DRBZBERELTURATHD, EEIZED

> Hi# : U.S. Department of Justice [Former Employee Of Technology Company Sentenced To Six Years In
Prison For Stealing Confidential Data And Extorting Company For Ransom/]
https://www.justice.gov/usao-sdny/pr/former-employee-technology-company-sentenced-six-years-prison-stealing-confidential

® Hi# : South East Regional Organised Crime Unit [Man convicted of blackmail and other offences/
https://serocu.police.uk/man-convicted-of-blackmail-and-other-offences/

7 88 : Bleeping Computer [IT employee impersonates ransomware gang to extort employer]

https://www.bleepingcomputer.com/news/security/it-employee-impersonates-ransomware-gang-to-extort-employer/
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EERITHD. UNU. SERBITULELIICHEBARIEBNDA /N -IREPOINEBO 7 DB ZILITICHEAHADER L 2 SHINEE
(CFFTEL. SRIERZOTREMEZXBNS. TNSCIIET DI, MBMRIOEEEZ(CL. hT TV -ZBECLIBEERIC
HABTENMEEEZSND,
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2. BRTHWEDLL DGO SIM 2ATYITFEIRETDIIR

2.1. BARTHLEN DD SIM ATYTFFRR

58 11 H. B ADANY—KI#
>0 SIM h—RZzEFEITUTESE  SAN FRANCISCO

=y 000 R

%"%%ﬁjﬂyo %0)%?35%% About m Wanted And Missing Persons =~ Community Outreach | Recruitment

A o

FAVTRYMISFSITARIEIC 5000, o . |
media.sf@rbi.gov 2 Twitt acebook  Emai

Eﬁbttbt\ %QE(J*E*LIET March 6, 2019
O EEEURS, [SIM 2JwS ¢ FBI San Francisco Warns the Public of the Dangers of SIM

. . _ Swapping
MFENBTEICLZFEINT. S

Criminals Are Targeting Victims with Cryptocurrency and Other Digital Currency

1 BICHESINEOENIEZEINT  Accounts

SAN FRANCISCO—The San Francisco Division of the Federal Bureau of Investigation (FBI) is seeking to warn potential victims of SIM swapping.

DRSS, EARTOMEBOUNTRER o s e s o o 6 e s s e s
SMTECLS. 2 FBIIC&3 SIM RTYTADTEIEE

KETEELE 5 FHINSKE
MERESNTED. FAIDORBELIE 2018 4 7 BOIETOM ZOEEFKZ FLTHRENLNDHET TER, FBI O
Y2753 2I%RBI$ 2019 £ 3 82 (B 2) LUk, BUTI-OR—IUE 2020 £ 3 BELGR, 1-H—0isEsE
FrU7 (LU THEORUVERZFUENI TS,

ZO&ACBHTIIBECHEERSN CUWVEF ARSI, BARTEINF TN SOEFMGR (I THON TLENDOM.

2.2. SIM A9YT¢tld

SIM (Subscriber Identity Module) h—R(&, ZZHELEFZEESEZB DT, 4G 5G LV o EEELIRZFEOI
IBEOYUIRZITI/NEID IC FYTTHdM. AN—NIAVICEE T DL T, BEEYP SMS, 15—y NBEENMIFTE
2d5(C10% . —MEMICEFRE S ZBIEL TVBDIEFAN— MIAVAARTIIRLZO SIM h—RTHd1zh. FIZ(E. BUAY
—RIA>TE, BIEFED SIM H—RICEVEZDET, BINEBEEHES CTHATERLICRS.

UNUEBBZF OENCOMBEAZFIAULEE . HEEICRDTEHL., EFEEFrI7IC SIM h—ReBERITEE2E

8 e EERRETR [RREOERZM S I MADYT RN MARVWHESR T B5T)
https://www.sankei.com/article/20230511-75NGJHDMMBIGZL2QFQMFUC3QLE/

O W FEEEETE MhADS I MA—RERIERUE. MESNIGEEResel C - ANRESHIDEE
https://www.yomiuri.co.jp/national /20230127-0YT1T50032/

10 Hig8 : Bleeping Computer [Third SIM Swapper Arrested in the US]J
https://www.bleepingcomputer.com/news/security/third-sim-swapper-arrested-in-the-us/

11 whgs : VICE ['TELL YOUR DAD TO GIVE US BITCOIN:' How a Hacker Allegedly Stole Millions by Hijacking Phone Numbers
https://www.vice.com/en/article/a3q7mz/hacker-allegedly-stole-millions-bitcoin-sim-swapping

12 g8 : FBI [FBI San Francisco Warns the Public of the Dangers of SIM Swapping

https://www.fbi.gov/contact-us /field-offices /sanfrancisco/news /press-releases /fbi-san-francisco-warns-the-public-of-the-dangers-of-sim-swapping
13 g8 : Twitter [EuropolJ
https://twitter.com/europol/status/1238378996179574787
14 s NTT#BEA [SIM (Subscriber identity Module) 1—RJ
https://www.ntt-west.co.jp/business/glossary/words-00067.html
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LT, IWEEOEFEES2FOHIS®, NN SIM RATYTEMEINZMEFETHD . EARNRIERIT) \Wh—-T4-305F
TEBICRDIZIENTES,

[PAID LEAK] HOW TO SIM SWAP. WITHOUT AN INSIDER (TENS OF THOUSANDS WAITING TO BE MADE)

Posted 22 March 2022 - 09:59 AM

STOP PAYING PEOPLE AND DO THIS SHIT YOURSELF
LEECHERS WILL BE REPORTED, BANNED AND HAVE THEIR |P PUBLISHED

3 SIM RDYITDRITHEICETB/I\YvH—T4—5 A0 (EHKRO—EPZIEIE)
[PEBRREDFEMEDTIC SIM ADYI & T35

PIZ(E WBERFI T4y T ETHI-SYENBIREEH . BOFIAEZRET S, RIC, EHFEEOFTIIT
OHR— NIEBL TREE(CRDIFL. SIM H— MpK - BREITOFHREZEOLD, MOFrU7(CROEZS MNP OF
HEZITOINIBET. AUBEESDFTUL SIM h—RE2RITIE D, TNUCED IREENFOFHLL SIM h— VA
ERD, WWEBDF D SIM h— NIENER DI, BIARESADEFEP® SMS FIHEFE CIAKIEBEDAY-H
TADTRAZEINB LTI TUFD.

IOUTEOENTE TURE(G . BFESESZFIAUL SMS SREEFERIE TERLI(CRD, HITOESEREDT V%
FAL. HEBREROOENSIREEO (XSRS OIENTIEECR S,

WEHZ T—oF8. JrvE WESZCOBEREIRLUESEEST v
/7, SNStEE, WILITFERE UrPEIZEL, HEEOBEFEESE
B THSEOEMNESREAFE S TEITE=NIESIMICERIITS
SIM SIM
@ lllllllllllll’ “l * |||
c — , 1Tl 1Tl
[ |
|

N | sank
*llllllllllll @;%;

L
HEEFIEFEEMER R0 WEH(C(Z, WEE DEFE - SMS
JzZ & ZUTUSICRITOEKC DREDA L ZA ) FIND
Odq1>TERV T EiCmI< POCAEZN g ELD

4 SIM Z29yJOEIE(1-OR—-IOEREEEZSE(CHAEL- EIELEED)

15 g8 : EUROPOL [SIM SWAPPING - A mobile phone scam]
https://www.europol.europa.eu/operations-services-and-innovation/public-awareness-and-prevention-
guides/sim-swapping-%E2%80%93-mobile-phone-scam

16 4188 : Norton Blog [What is SIM swapping? SIM swap fraud explained and how to help protect yourself]
https://us.norton.com/blog/mobile/sim-swap-fraud
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2.3. SIM ADYIT D5l 5%

SIM ZDyTKE(C (&, HHEFF U7 ORI ZNHESETD SIM h— R BEEAIDI 2757505 N . Z<X0i5
B RBEQREE(CRDIETINENDD. BDTFULIIRES LU EZR/IMETS757EEL T, FBL 2 1-0R
—)l/\ TFIIFEEFOETRMICTE, FEEOLIBIEEZHEREL TS 1S,

(BDFIUHS D]

BROTFUZBATEHIC, WEBEDI-TYNIENBWVELS B ANBIREIIEARET DN EEZ THD,

B BE $HCESEE) ZBALTVSIEEFE SNS FTHRELAVLIICL T FREICKHEZEE OEIXRZUN
WESIEF B, SNS P2y T HA MEDA > A—Ry b OB —LER(C(F, TEBRHENIBEHRZEFRUZVELIICT S,

&z, RS FEVRIA TS VT IEZABTEL . A—)LA° SMS TEUVZIRBULW 0 T7 1)V BINRVEDICT B,

[(BRESNESOWEDOR/IVE]

SMS TREUEFF—T—-REA IS SMS 5REE(E. SIM 2Dy T EZENIGE(CEIEN 2 BN H D28
fBIRTHD, FETIF SMS OFIFEZEES, FIDO (EMERAEE A RBEREIZFIAL. Y—/\—AIIC/TRD— FaixfE 1R
FURWAR) . FREE7 TR S — 2o L BERDIT 2RI 2L T, SIM ROV L& WEZR/IMET DN
_C\gﬁo

5 MENRBEFIVTF-ZRVERIDH

17 g8 : FBI [Criminals Increasing SIM Swap Schemes to Steal Millions of Dollars from US Public/
https://www.ic3.gov/Media/Y2022/PSA220208

18 88 : EUROPOL [SIM SWAPPING - A MOBILE PHONE SCAM]
https://www.europol.europa.eu/cms/sites/default/files/documents/sim_swapping.pdf

19 g8 : Yubico I'Yubico Authenticator]
https://www.yubico.com/products/yubico-authenticator/
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2.4. F&H

HATH SIM 2Oy L BHWESHINHEZRENI. SMS FRIEGBE(KFL CW\SI5E . BZZ T EREDIER
ZEORRBEEZZI2BNN®S. SIM ADvT(ER . EERY—-EXTIE FIDO Ry TUPYIE+ -2 ot %
BExReoaLZFFAL. SMS ZEoeRE L 2B 2 ENEE THhD.
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3. EZT. fHERYIT YA PR AWMERREIFT I

3.1. ERFTOFUMT

ZRT(E 5 A 8 H. V1P MEREBEL TVWSTEEICHU. BHPM MIREZIORVWR—SHYWEREN TLRLHORE
SEIFUMNT . Google FDA -y MRERI> I ZICALEFEZBNLE (K 6) 0%

IITHA RREACED BICRADBMETA MERBEEINZHEFREBBVN BHOUITIR-SHMEEICEDR
FNESRIEKVs. KEAR. ILFEEOESRRICFIAEN BT — AN,

Ly
‘~ - -
A N—ZEBEY
=
Cyber Police Agency Letter Vol.6

ko]
AT Ty B

[ £5vorBHELETNTVET EHHINBD? }7_
B9 x794 P ERRLTHELELD !

OnzEy1 T
ﬂ‘si_te_:(a*i F b4 df "/) | @ https:/fwww.kensaku.co.jp
EANLTHRE! WwwHEoH—s14

BFETT, ) {gi_tug:example.co.jp ® = |
[#] B#o 7 744 FA" [www.example.co.jp)

DS, [siterexamplecojp] EADLTCREE L,

BER Ol
OBREREH FX A REAL | | e
EEIDELWAR—IUARTAN SREME RKERT — L
=5, EI E* A (FRIEIKZ7Z7A40L%E ’h_tw‘-‘i'l‘"""!“-e*ﬂmPlE-If;j_pfgi_sell.a'nlsE.hTI .
iE) énn\é-;! 25 |t 2fk 7 Z > F

hittpa/ fuew.example.co.jp/main. ktml
FAN ' Yan YA - o "
AHART 794 b QOBHEFE—L_X—=2

WEAZTHTVERERT ICHERE !

B OENES CEEOL, RERA—SOHR, tf
€ ' sroeEsommEs- TR,
E12. POUADIBEREOL. BEDDERER
Bl | CPTREsREOy-() RO
BUT RO,

[Of=n 00}
il R ERAROT A A —RREAREODIR T b 5= %
https://www.npa.go.jp/bureau/cyber/soudan.html | [

WY Py mmmns

itry of Econormy, Tacke and inchaty

ational Police Agency

6 EETOMYAN-EREED]

20 B BRI [UA)(—EEREED Vol 6O T I MREAINTVERAN ? | CERIEET) |
https://www.npa.go.jp/bureau/cyber/pdf/Vol.6cpal.pdf
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3.2. VI794A PISABEDHCHIR

(SHRREFX]

ERTHBNUCSAIRIET, Google IZREDIRFTY A MCI site: OAL.jp IRE. [ site: JDEICEEDY
ITHAMDRAL Y BEANTIET 2 TH3(K 7).

RBFIEERNHIES. YERRUEEZDROR—SADUIINRRENTORVNMER TS, TOBIDLSCEECEBEIRR
UWR=IHIRNEHE. BEOUITHA MBS ASN TV RIEEEN S,

Google muuwflifj [site: 1T X & Q
I B = s

QAIRT [EE E

W=

#1570,000 # (0.21 )

Google Search Console Z&H L {/fZ& W .
www.google.com/webmasters/ = o I~ =
mEEOA—F—TTh? ATy P ABRPS XV SERT I EAR -U-l( he&é A}_C{,ank

Google FOE—2av

axy. RoBEmR-—
- Ejp E
mumjps F LTI TFARE= §
RIEbBFRYIH—RER—FEY L ip

YA R A THEB

16065 RIELAFMUFh—FER—Fv b FL 2 b v T ¥ XK~ - elc.o

r " b | | o A
® I BoOBEER—hed
u m - "
{;_;\ :T:t J BELRFHy Fh—KEM—F s b
> EmEjp 00 W 16085 mas amaa
~— C‘/ il Jp» qualfication v: 8%

nnnnn

nnnn

7 BRFRCIDEIRICHSAZFERUEH

(125 —FYMRFEEVIT YA beliEA]

18—y MRFEFER(CE LOLSBBOERAR-SADIZINUEUIERTREND . INSOZFIREBNBETA
FRWEAUFRBEUR-ST, B> THA MOFEZIEEDTHD (B 8) . B3> J P hTE IERD
2SI B A MeEli g 2% L T FIRENSIBAREZIRUELD. BREARTTULD IR THN TS,

WREEVITYA MRS ADRINEE EIFBIzsd. 125y EICHEITA MEZER[CIREZITOTHED. MESSHYA b
MEEISEITENS 2, D1TY A MEAZ R TEEEMER U ARR-SEEDDIERRENZ ). BEILCR
DKZEFRLL

2L —REEARTA A BARYANIETRMERE> Y- (IC3) [MASavE> A NTER]
https://www.jc3.or.jp/threats/topics/article-462.html
22 HHE BT (917941 NI ANTR]
https://www.npa.go.jp/bureau/cyber/countermeasures/hacked-website.html
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