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Objective of Report 

NTT Security Holdings Corporation Japan Security Operation Center provides 

Managed Security Service (MSS). We monitor our client systems round-the-

clock, find security incidents promptly and provide best solutions. We perform 

various research on latest threats and output the achievements as black lists, 

custom signatures and Indicators of Compromise (IoCs). These knowledges are 

also used by our SOC analysts. 

Our SOC has been monitoring attacks by one of well-known APT groups, 

BlackTech. Though many organizations have been reported the malware used 

by BlackTech, our SOC publishes this whitepaper discussing the latest attacks 

by BlackTech based on the actual attacks we monitored in 2021. We expect that 

this whitepaper contributes to better defense against attacks from BlackTech. 
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Preface 

NTT Security Holdings Corporation Japan Security Operation Center has been 

monitoring active attacks from APT group BlackTech. This report covers the 

following topics on the attacks based on our research. 

 

 ̧ Summary of attacks by BlackTech focusing on their initial attack vector, 

that are spear phishing emails and exploiting server vulnerabilities. 

 ̧ Result of analysis on the malware used by BlackTech. 

 ̧ Consideration on the logic to protect from attacks by BlackTech. 

 

Appendix contains the list of hash values that we obtained during our research. 

This would help to prevent infection or isolate the victims.  
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1.  Introduction 

It is known that APT group BlackTech (also called as Palmerworm, Red Djinn, 

Earth Hundun or HUAPI) had started their activity at the latest 2012. They have 

been targeting organizations based in Eastern Asia, especially in Taiwan and 

Japan. Their main objective seems to steal sensitive information from target 

organizations. 

BlackTech utilizes various malware families. Some of them are publicly 

available (Bifrose or Gh0st RAT) and others are self-developed (TSCookie or 

PLEAD). They have kept developing new malwares, which means that they are 

actively working.  

Our SOC has observed attacks by BlackTech, but the number of attacks rapidly 

increased around 2020. Our SOC has observed they repeatedly attacked several 

organizations in telecommunication, defense and mass media industries. In 

many cases, they established their initial foothold in overseas branch office of 

Japanese companies, then intruded into mission critical system in headquarters. 

It is highly probable that BlackTech keep targeting Japanese companies, 

therefore implementing proper countermeasures both in remote office and 

headquarters is required to protect from their attacks. This whitepaper reviews 

and summarizes the BlackTech's attack campaigns and malware targeting 

Japanese organizations that our SOC observed in 2021. We hope that this 

content will help considering and implementing effective countermeasures to 

protect each organization. 
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2.  Attack Overview 

Origins of BlackTech attacks targeting Japanese organizations are almost 

either of below.  

 

1.  Spear phishing 

2.  Vulnerability exploitation (on server) 

 

2.1.  Spear Phishing 

Most of the attacks we observed started with spear phishing. An attacker 

sends an email pretended to be sent from a business partner to a user. As soon 

as opening the attached file, the user is infected by malware. The mail body and 

attached file are so sophisticated that it is difficult for the user to feel odd at a 

glance. Our SOC has observed attacks that leveraged real internal document 

used in the target organization in the past. 

The attached file was either an executable file with double file extension or 

Microsoft Excel file in xlsm format. These files can be contained in an archive 

file including RAR format. The archive file is password-protected, and the 

password is included in the mail body. 

Our SOC had observed several xlsm files (also called as LAMICE [1]) and 

macros embedded on them were very similar. This suggests that all of these 

files were created by single tool. 

 



 

 
6 

 

Figure 1 . Macro example BlackTech frequently uses  

 

Interestingly, it is observed that APT group Blackgear had used very similar 

macro during their attacks. This implies that the tool that generate this macro 

could be shared among multiple APT groups or BlackTech and Blackgear are 

closely related. 
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2.2.  Vulnerability Exploitation (on server) 

BlackTech has been abused various vulnerabilities in their attacks. According 

to the blog article by JPCERT/CC [2], there were many tools that can exploit 

various vulnerabilities on C&C server operated by BlackTech. It is also reported 

[3][4][5] that they had actually abused vulnerabilities on Microsoft Exchange 

Server. 

Successful exploitation results in malware execution. Using the malware, the 

attacker collects environmental information, repeats lateral movement, and go 

deeper into the target organization. It is also observed that they use certain 

malware family on different platforms. For example, they use ELF Bifrose on 

Linux environment and PE Bifrose on Windows environment. 
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2.3.  Malware Families 

BlackTech utilize various malware families. The figure below summarizes the 

malware families that they use by attacking vectors. 

 

 

Figure 2 . Malware families used by BlackTech  
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3.  Malware Analysis 

3.1.  Flagpro 

Flagpro is malware used in initial phases of an attack to investigate a target 

environment and download and execute further malware [6][7]. Flagpro (v1.0) 

may have been used in attacks of October 2020, and the new Flagpro (v2.0) 

using the MFC (Microsoft Foundation Class) library may have been used after 

July 2021.  

 

The main functions of Flagpro are as follows. 

 ̧ Download and execute tool. 

 ̧ Execute OS commands and send their results. 

 ̧ Collect of authentication information stored in Windows and exfiltrate 

of collected information. 

 

3.1.1.  Use of COM object 

Flagpro uses IWebBrowser2 interface and other interfaces from Internet 

Explorer s COM object to handle access to and from a C&C server. 

 

 

Figure 3 . Use of COM object for external access  
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3.1.2.  Auto close of dialog 

 Flagpro automatically closes dialogs, which appear when accessing external 

sites, such as proxy authentication confirmation dialogs. We assume that the 

auto-close function was implemented to keep users from realizing that Flagpro 

has accessed an external site.  

 

3.1.3.  Inserting dummy codes 

Flagpro is obfuscated by inserting dummy code repeatedly. The obfuscation 

technique is often implemented in the malware used by BlackTech.  

 

 

Figure 4 . Insertion of dummy functions  
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3.1.4.  Control commands 

Control commands received from C&C server are encoded in Base64. Decoded 

commands used in Flagpro (v2.0) have the following format. 

 

 

Figure 5 . Flagpro command format  

 

The Download Command format is shown in Figure 6, and consists of the 

string ¬Execº, ¬Yesº, and the URL path to the download site. The string ¬Execº is 

an activity flag, which must be present in both Download Command 1 and 2 in 

Figure 5 for the main process such as downloading and executing OS commands 

to take place. The string "Yes" is the execution flag; without it, the downloaded 

file will not be executed.  

 

 

Figure 6 . Download Command format  

 

3.1.5.  C&C Communication 

Flagpro uses HTTP protocol to communicate with C&C server. As shown in 

Table 1, it switches the URL path for each communication purpose. In addition, 

when this malware sends the results of OS commands execution and collected 

authentication information, the contents are encoded in Base64 format and sent 

to the C&C server as URL parameter values.  
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Table 1. The URL paths and queries  for each communication purpose  

URL path and query  Purpose  

/index.html  Requesting the control commands  

/index.htmld?flag=[Encoded Data]  Sending the results of OS commands 

execution 

/ index.htmld?flagpro=[Encoded Data] Sending the authentication information  

 

3.1.6.  Indicators of Compromise (IoCs) 

 ̧ URL path 

 ̧ index.htmld?flag=[Base64 Encoded String] 

 ̧ index.htmld?flagpro=[Base64 Encoded String] 

 ̧ File path 

 ̧ %TEMP%¤MY[Uppercase Hexadecimal Value (16bit)].tmp 

 ̧ %TEMP%¤MY[Uppercase Hexadecimal Value (16bit)].tmp.exe 

 ̧ Mutex 

 ̧ 71564__40Fllk293_DD71_4715_A3177782516DB5__71564_ 

 ̧ 71564__40Fllk293_DD71_4715_A55778278645__71564_ 

 ̧ 71564__40Fllk293_DD71_4715_A317try516DB5__71564_ 
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3.2.  SelfMake Service 

SelfMake Service is a loader that loads and executes malware on the infected 

hosts. It is designed to run as Windows Service. Besides, according to the article 

[5], this loader executes SelfMake Loader described on the next section.  

 

Some samples of SelfMake Service not only load and execute malware, but 

also kill the legitimate splwow64.exe process and execute malicious 

splwow64.exe that has been overwritten with the malware on the infected host. 

The splwow64.exe is a file used by PrintSpooler, a Windows Service related to 

printing. 

 

 

Figure 7 . Execute malicious splwow64 overwritten with  m alware  
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3.3.  SelfMake Loader 

SelfMake Loader is malware that loads and execute other malware [1][3]. It 

has been reported that this malware executed Spider RAT. The name of 

SelfMake Loader is derived from the strings ¬selfmake2º or ¬selfmake3º in the 

malware samples. One of the features is that this malware uses MFC (Microsoft 

Foundation Class). 

 

 

Figure 8. Code contains the string ¬selfmake2 º 

 

 

Figure 9. Code contains the string ¬selfmake 3º 

 

SelfMake Loader can be divided into two types based on the method of loading 

malware. The first type is to load and execute malware located on the infected 

host. The loader searches the following directories in order and executes the 

first malware it found. 

 ̧ Directory where the SelfMake Loader is executed 

 ̧ C:Program Files (x86)Common Files 
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The other type is to download the malware from a C&C server to 

the %TEMP%directory and execute the downloaded file. The file also includes 

an XOR encoded configuration. This configuration is a pipe-delimited format and 

contains domain and port number of the C&C server. The configuration format 

is similar to Bifrose malware which BlackTech uses. This pipe-delimited 

configuration is a common characteristic of BlackTech's malware. 

 

 

Figure 10 . Pipe -delimited  configuration  of SelfMake Loader  

 

The following figure shows a file format that SelfMake Loader loads from the 

infected host. The file which is downloaded from the C&C server is in a similar 

format. The malware is XOR encoded and is decoded by a key contained in the 

file. 

 

Figure 11 . File format that SelfMake Loader loads from an infected host  
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In addition, based on the code similarities, we consider that the code of 

executing the decoded data is used the one published on GitHub [8]. 

SelfMake Loader calls the following function several times. The following 

function simply output a string using the printf function; that is to say, this is a 

dummy code. BlackTech tends to utilize malware that contain such dummy code. 

 

 

Figure 12 . Dummy code of SelfMake Loader  
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3.4.  HeavyROT Loader  

HeavyROT Loader is a loader that downloads malware from a C&C server and 

executes it. There is a sample of this loader which downloads malware from the 

same C&C server as SelfMake Loader and it would indicate the sample relates 

to BlackTech. We named this malware HeavyROT Loader since it uses bit 

rotation calculation  for RC6 cryptographic algorithm or calculation of checksums, 

as will be described later. 

 

The malware communicates with C&C servers using HTTP, and Basic 

authentication is implemented to the servers. The malware communicates with 

the servers again with the flag enabled which ignores a certification error 

(ERROR_INTERNET_INVALID_CA) in case this error occurs in HTTPS 

communication. In addition, the malware gets the User Agent string from an 

infected machine s registry in order to set the string to an HTTP header. 

 

 

Figure 13 . Process of communication with C&C servers  
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The downloaded data from C&C servers contains encrypted PE data as well 

as a seed for generating a decryption key. Furthermore, the malware calculates 

the checksum before and after decrypting PE data and it halts processing if the 

checksum does not match the downloaded data. 

 

 

Figure 14 . Downloaded data  format  

 

Figure 15 . Checksum calculation  

 

def calc_checksum(data):  
    rol = lambda val, r_bits, max_bits=32: ¥ 
        (val << r_bits%max_bits) & (2**max_bits - 1) | ¥ 
        ((val & (2**max_bits - 1)) >> (max_bits - (r_bits%max _bits)))  

 
    result = 0  
    for byte_val in data:  
        result = rol(result,0xb) + byte_val  
    return result  
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The following figure shows how the malware generates a key for decryption 

from a seed.  

 

Figure 16 . Process of generating decryption key from seed  

 

It is notable that the malware extracts original PE file by using RC6 encryption 

(not decryption) routine after generating the key. Although there was no 

theoretical evidence, we confirmed that the data encrypted by RC6 decryption 

routine can be decrypted by RC6 encryption routine. We assume that the data 

downloaded from a C&C server contained the encrypted data by RC6 decryption 

routine, and the malware decrypted original PE file by RC6 encryption routine 

to the encrypted data. 

class RC6Const:  
    ro und = 16  
    blocksize = 64  
 
def get_wordsize():  
    return RC6Const.blocksize // 2  
 
def get_extend_s_len():  
    return 2 * RC6Const.round + 4  
 
rol = lambda val, r_bits, max_bits=32: ¥ 
    (val << r_bits%max_bits) & (2**max_bits - 1) | ¥ 
    ((val & (2**max_bits - 1)) >> (max_bits - (r_bits%max_bits)))  
 
def init_S(key):  
    s_len=get_extend_s_len()  
    w=get_wordsize()  
 
    MOD = 2**w 
    encoded = [key]  
 

def calc_key(seed):  
 val1 = (seed&1)|(seed<<16)&0xFFFFFFFF  
 val2 = (seed>>16)|(seed&0x00001000)  
 return ((val1<<8)&0xFFFFFFFF) | ((val2)>>8)&0xFFFFFFFF)  
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    S=s_len*[0]  
    S[0]=0xB7E15163  
    for i in range(1,s_len):  
        S[i]=S[i - 1]+0x9E3779B9 
        S[i]=S[i]%MOD  
 
    A=B=i=j=0  
    for _ in range(0,3*max(len(encoded),s_len)):  
        A = S[i] = rol((S[i] + A + B)%MOD,3,w)  
        B = encoded[j] = rol((encoded[j] + A + B)%MOD,(A+B)%w,w)  
        i = (i + 1) % s_len  
        j = (j + 1) % len(encoded)  
 
    return S  
 
def rc6_encrypt(data,S):  
    r=RC6Const.round  
    w=get_wordsize()  
    MOD = 2**w 
    lgw = 5  
    A = int.from_bytes(data[0:4],'little')  
    B = int.from_bytes(data[4:8],'little')  
    C = int.from_bytes(data[8:12],'little')  
    D = int.from_bytes(data[12:16],'little')  
 
    B = (B + S[0])%MOD  
    D = (D + S[1])%MOD  
    for i in range(1,r+1):  
        t = rol(((B*(2*B + 1))%MOD),lgw,w)  
        u = rol(((D*(2*D + 1))%MOD),lgw,w)  
        A = (rol(A^t,u%w,w) + S[2*i])%MOD  
        C = (rol(C^u,t%w,w) + S[2*i+1])%MOD  
        (A, B, C, D) = (B, C, D, A)  
    A = (A + S[2 * r + 2])%MOD  
    C = (C + S[2 * r + 3])%MOD  
 
    ret = [A,B,C,D]  
    return ret  
 
def main():  
    ## set appropriate parameters  
    key = 0x68000010    ## set the key generated from seed in 

downloaded data.  
    input_file = "encrypted.bin" ## set a inputdata filename.  
    output_file = "decrypted.bin" ## set a outputdata filename.  
 
    ## initialize S  
    S = init_S(key)  
     



 

 
21 

Figure 17 . Process of decrypting PE dat a 

 

 

  

    ## decrypt  
    in_datas = open(input_file,"rb").read()  
    i = 0  
    out_f = open(output_file,"wb")  
    while i < len(in_datas):  
        in_da ta = in_datas[i:i+16]  
        decrypted = rc6_encrypt(in_data,S)  
        for e in decrypted:  
            bin = e.to_bytes(4, byteorder="little")  
            out_f.write(bin)  
        i=i+16  
    out_f.close()  
 
if __name__ == "__main__":  
    main()  
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3.5.  AresPYDoor 

AresPYDoor is backdoor malware. It is said to be related to BlackTech, 

because the C&C server used by AresPYDoor has relation to it used by Bifrose, 

also BlackTech malware [17]. AresPYDoor is based on a Python RAT [9] released 

on Github under the name Ares and is converted to an executable file.  

 

AresPYDoor uses the URL format shown in Figure 18 to access the C&C server 

and receive commands. 

Figure 18 . URL format to receive commands  

 

The uid is generated by the code in Figure 19. 

Figure 19 . The code generates uid  

 

The implemented commands are shown in Table 2. 

  

(scheme)://(host)/api/(uid)/hello  

import uuid, getpass  
      def get_UID(self):  
          """ Returns a unique ID for the agent """  
          return getpass.getuser() + '_' + str(uuid.getnode())  
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Table 2. AresPYDoor  commands  

Comm and  Description  

cd Change the current directory  

upload  Upload 

download  Download 

persist  Establish persistence 

clean Remove persistence 

exit  Terminate AresPYDoor process 

zip Compress files or folders to a ZIP 

archive 

python  Execute Python codes 

help  View help 

(Others ) Execute Shell commands 

 

One of the characteristics of AresPYDoor is its multi-platform support. There 

are several codes implemented to work on both Windows and Linux. As an 

example, Figure 20 shows some of the persistence codes. 

 

 

Figure 20 . Multi - platform persistence commands  
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3.6.  Spider RAT 

Spider RAT is a RAT [1][4] executed by LAMICE or SelfMake Loader. There are 

32-bit and 64-bit samples. Although they have some similarities, these functions 

implemented in each sample are different. In this section, we will start with 

32bit sample and continue with 64bit sample.  

3.6.1.  32-bit 

3.6.1.1.  Configuration 

The configuration is encoded by XOR, and its format is shown below.  

Figure  21 . Config ration  format  

 

 

The observed sample had the following settings shown in Figure 22.  

 

 

Figure  22 . Spider RAT  config uration  

  

IP1|PORT1|IP2|PORT2|IP3|PORT3|PROXYNAME|PROXYUSERNAME|PROXYPASS|
SLEEPTIME|UNKNOWN_COLUMN|PERSISTENCE 
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3.6.1.2.  Embedded DLL file 

We observed that there are two executable files (DLL files) embedded in 

the .data section, one of which will later be edited and dropped in the persistent 

phase. The behavior of these DLL files is to execute 

¬C:WindowsSystem32calc.exe". Although there are two embedded DLL files, 

they have the same behavior.  

 

 

Figure  23 . DLL files embedded in Spider RAT  

 

3.6.1.3.  Characteristic strings 

The characteristic strings, shown in Figure 24, can be seen in the debug 

output. Such strings are also seen in 64-bit samples.  

 

 

 

 

Figure  24 . The characteristic string in Spider RAT  
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3.6.1.4.  Persistent behavior 

Three persistent behaviors described below can be specified depending on the 

value of PERSISTENCE in the configuration. In this case, the sample was set not 

to run these persistent behaviors.  

 ̧ Using the Registry Run key 

ü Spider RAT copies itself to c:userspublicdownloadsschmet.exe. 

ü Spider RAT set the full path as the value of ¬Oficeº subkey in 

HKCUSOFTWAREMicrosoftWindowsCurrentVersionRun key. 

 

 

Figure 25 . The persistence using the R un  key  
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 ̧ Using DLL Search Order Hijacking in OneDrive 

ü Spider RAT copies itself to ¬C:programdataschost.exeº. 

ü Spider RAT replaces the string ºC:WindowsSystem32calc.exeº in the 

embedded DLL files of .data section with ¬C:programdataschost.exeº. 

ü Spider RAT writes its binary to  

c:UsersUSERNAMEAppDataLocalMicrosoftOneDriveFileSyncFl

wb.dll 

ü Spider RAT relaunches OneDrive with the following command 

¬cmd /c taskkill /f /im onedrive.exeº 

ü The malicious FileSyncFlwb.dll will be loaded to execute 

¬C:programdataschost.exeº, which is replaced to Spider RAT. 

 

 

Figure 26 . The persistence using DLL search order hijacking  
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 ̧ Using the Registry key HKCUEnvironmentUserInitMprLogonScript 

ü Spider RAT copies itself to c:userspublicdownloadsmpetect.exe. 

ü Spider RAT set the full path as the value of 

HKCUEnvironmentUserInitMprLogonScript key. 

ü When user logs into Windows, replaced malicious mpetect.exe will be 

executed. 

 

Figure 27 . The persistence us ing 

HKCU \ Environment \ UserInitMprLogonScript  
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3.6.1.5.  Control Commands 

Control commands implemented in Spider RAT 32-bit sample are shown in 

Table 3. The pair of offset values 0x4 and 0x8 in the received data determine 

each command.  

 

Table 3. Control commands of 32 -bit  Spider RAT   

Offset 0x4  Offset 0x8  Description  

0 2 Reconnecting 

1 1 Launching PowerShell 

1 10 Terminating PowerShell 

1 11 Executing PowerShell Command 

1 2 Launching PowerShell 

1 20 Terminating PowerShell 

1 21 Executing PowerShell Command 

2 0 Terminating FileManager 

2 1 Launching FileManager  

2 6 Downloading file  

2 7 Uploading file  

2 8 Renaming file 

2 9 Sending list of files 

2 100 Deleting file  
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3.6.2.  64-bit 

We also observed 64-bit samples, and their implementation is simple 

compared with 32-bit sample. The 64-bit samples use multi-threads approach 

for processing. However, we have confirmed that some threads have no 

processing content. We assume that some features will be implemented in the 

future.  

 

3.6.2.1.  Characteristics 

The configuration of 64-bit samples do not have specific structure like 32-bit 

one, but information such as C&C server is hard-coded. In addition, there are 

some characteristic strings that are also found in 32-bit in the debug output. 

 

 

Figure  28 . The characteristic strings in 64 -bit sample  

 

3.6.2.2.  Control Commands 

Control commands implemented in 64-bit Spider RAT are shown in Table 4. 

The pair of offset values 0x4 and 0x8 in the received data determine each 

command. 

Table 4. Control commands of 64 -bit  Spider RAT  

Offset 0x4  Offset 0x8  Description  

1 1 Executing command 

3 0  

3 1 Downloading and Executing file 
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3.7.  BTSDoor 

BTSDoor is backdoor malware [6]. It has been observed that Flagpro 

downloaded and executed this backdoor. The name of BTSDoor is derived from 

the pdb pathname BTSWindows. 

 

 

Figure  29 . PDB path  of BTSDoor  

 

Before BTSDoor receives commands, it sends the following information about 

the infected host to the C&C server. The traffic is encrypted with AES. 

 

 ̧ IP address 

 ̧ Computer name 

 ̧ Username 

 ̧ Windows OS version 

 ̧ Process ID of BTSDoor 
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BTSDoor implements the following commands. The traffic is encrypted with 

AES as is the case with sending information about the infected host. 

 

Table 5. List of BTSDoor  commands  

Command ID Description  

0x20 Upload a file 

0x22 Release the semaphore of the file upload 

thread 

0x30 Open the handle of file download  

0x31 Download a file 

0x33 Close the handle of file download  

0x39 Execute command through ShellExecuteW 

0x40 Return the string "Not implemented! " 

0x41 Return the string "N"  

0x50 Start a Command Prompt process 

0x51 Kill the Command Prompt process 

0x52 Send commands to the Command Prompt  

0x53 Release the semaphore of the Command 

Prompt thread 

0xA1 Terminate the BTSDoor process 
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3.8.  Gh0stTimes 

Gh0stTimes is customized based on the leaked Gh0st RAT source code and 

has been used in some attack cases since early 2020 [2]. 

 

3.8.1.  Feature Enhancement and Code Reuse 

Gh0stTimes adds the feature to communicate with the C&C server by 

implementing the new CPortmapManager and CUltraPortmapManager classes. 

In addition, Gh0stTimes implements features such as file operations 

(CFileManager class) and remote shell execution (CShellManager class) that are 

reused from Gh0stRAT. 

 

 

Figure 30 . Added  the  feature  to communicate with the C&C server  
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3.8.2.  Dummy Code Insertion 

Gh0stTimes repeatedly inserts dummy code to make analysis difficult. 

BlackTech frequently uses this type of obfuscation technique. 

 

 

Figure 31 . Inserted dummy code  
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3.8.3.  Control Commands  

Gh0stTimes equips control commands for each function, such as file operation 

and remote shell execution [2]. Additionally, this malware supports some 

specific commands for file operations. 

Table 6. Control commands of Gh0stTimes  

Command  ID Description  

0x0 Communication  termination 

0x1 File operation (CFileManager) 

0x28 Remote shell execution (CShellManager) 

0x32 C&C server redirect function (CPortmapManager) 

0x3F Proxy function (CUltraPortmapManager) 

 

Table 7. File operation commands  

Command  ID Description  

0x2 Retrieve a file list (SendFilesList) 

0x3 Upload a file (UploadToRemote) 

0x4 Download a file (CreateLocalRecvFile) 

0x5 Download a file (WriteLocalRecvFile) 

0x7 Upload a file (SendFileData) 

0x8 Stop file transfer (StopTransfer) 

0x9 Delete a file (DeleteFile) 

0xA Delete a folder 

0xB Set transfer mode (SetTransferMode) 

0xC Create a folder (CreateFolder) 

0xD Rename a file (Rename) 

0xE Execute a file (OpenFile (SW_SHOW)) 

0xF Execute a file (OpenFile (SW_HIDE)) 
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3.8.4.  C&C Communication 

Gh0stTimes uses a proprietary TCP protocol to communicate with the C&C 

server. At the beginning of its communication to the C&C server, Gh0stTimes 

sends an authentication ID and data for generating encryption key. If the 

authentication ID is not correct, authentication fails. The encryption key is 

generated by processing the data sent from the victim host, which is provided 

at the beginning of the communication. Afterward, Gh0stTimes sends/receives 

control commands that are encrypted with custom RC4 algorithm (RC4 + XOR 

0xAC) and compressed with zlib. 
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3.9.  TSCookie 

TSCookie is a downloader that downloads TSCookie Loader and TSCookie RAT 

[11]. The downloaded files are encoded. Therefore, TSCookie decodes them 

after loading them on memory, then it executes them. It exists two versions of 

TSCookie, Windows and ELF binary version. This section describes a Windows 

version, and the next section explains an ELF binary version. The behaviors of 

TSCookie Loader and TSCookie RAT can be checked in JPCERT/CC blog posts 

[10][11]. 

 

3.9.1.  Decrypting DLL 

Executing TSCookie leads to load RC4-encrypted data on memory. The data 

exists in the resource section of TSCookie. Afterwards, it will be decrypted as a 

DLL file. The decrypted DLL contains dummy codes like other BlackTech s 

malware. 

 

 

Figure  32 . Inserted dummy code  
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After executing the decrypted DLL, it will connect to a C&C server. The 

configuration, which includes destinations of C&C server, is hard-coded in the 

sample, and its structure is almost the same as the samples reported by 

JPCERT/CC [11]. 

 

3.9.2.  Downloading Loader 

TSCookie connects to the C&C server using HTTP GET method to download a 

TSCookie Loader. When TSCookie downloads TSCookie Loader, it will send RC4 

encrypted data to the C&C server. JPCERT/CC reported that their samples 

inserted the encrypted data into the Cookie header [11]. Whereas, our sample 

inserted the data into the URL path.  

 

 

Figure  33 . GET request to download the loader  

 

URL path is replaced by swprintf() based on format string. TSCookie splits the 

encrypted data into two parts, and the split position is decided by random 

number. The URL path of HTTP GET request is as follows: 

 

  
Description  

,  Randomized 32bit integer 

,  Randomized lowercase alphabets 

 Former part of encrypted data 

 Latter part of encrypted data 

Figure  34 . URL path format   
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The structure of the original data, which means the sending data before 

encryption, has been changed since the existing report from JPCERT/CC [11] as 

follows: 

 

Table  8. Structure of sending data before encryption by GET request  

Offset  Length  Contents  

0x00 4 Four bytes hex value created from 

system information 

0x04 4 0x10050017 

0x08 4 0x1E9CE6A 

0x0C 4 0x04 

0x10 4 Four bytes hex value created from 

system information 

 

 This download activity will not execute if the first four bytes of the response 

data do not match to the hard-coded value in the sample. 
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3.9.3.  Downloading modules 

After downloading TSCookie Loader, TSCookie downloads its modules. HTTP 

POST method is used for downloading the modules. TSCookie inserts the RC4 

encrypted data into the BODY part. The Date header value is used as the RC4 

key. 

 

 

Figure  35 . POST request to download the modules  

 

 This POST request also works as heartbeat and is sent around every 50 

seconds. However, if the first four bytes of the response does not match to the 

hard-coded value in the sample, the POST request will not be sent from the next 

request. 
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3.10.  ELF_TSCookie 

This section explains ELF version of TSCookie (ELF_TSCookie) [14]. 

ELF_TSCookie contains same functions as Windows version. However, the 

functions are limited. 

The samples, which we found, target not only Linux environment users, but 

also FreeBSD ones. We assume that the attacker uses the different version of 

TSCookie depending on the target's environment. 

The command values of our samples have changed from the values reported 

by JPCERT/CC [12]. This JPCERT/CC report provides the detailed analysis result 

of the past samples. 

 

3.10.1.  Characteristics 

The results of ¬fileº and ¬readelfº commands are as follows:  

 

 

Figure  36 . File i nformation of ELF_TSCookie   

 

The ¬fileº command result shows that it is static-linked file, and the ¬readelfº 

command result indicates that this malware could be compiled in old 

development environment. It seems that attackers would like to evade 

environmental problems. 

  














































