A23F I MVARIAIIHIIY D mess : pr2025034)

POINT
9EIVE— M EAF - KEEAF DI YSTY N ARV AY—ER/RERKRTSFIIT-INF> R0

BIRER-RHDIAM
NTTEF1UF1 - Sp/ > TE AFREEEPEATAEOBERHU T, BEVEFIUT SRS —CRERELTVET.,
FETIE BEAG- ML T I - IEBLUBEROEBADHITLL T, 157> N AR AORIEES MO BN SRHENTVET

SEORS A>T, BEHAOTHRBIFBOEINCENT, BRI SN TSIV - RERAEDRBEEEBOTNBTENS,
TFIVFAHII LT AFREEEPABFREOSERISHUT, 12372 N AR 2B ZIES TR 32 HELEY.

BHTIRBI BTN ARYZAY —ERICT 1237 MBS EERE SR — b FARITAL S DV RYNI=ITAL >S9, IVIITERRBREDFATEISTY . 1237 Y MIREURRBE(CHUT,
ETUVI RN WA HRENSASST Y MO- IV I ETHIET DIt FATEI TR YILIY ML TORBREIRO IO TEE S RS THREWIGEE S BTEBOA# %I I ZCEERIEET
Fo TARITAL S RYND=ITAL >S9, IVITTHEET. OSINTREREZ BTOITYS 3N I~V RIHEBUR I STV HEEF3F — ATHIRERET 3CLn TEaEd.

<FRATEES>
BEBRURE - ARG AFTHE V. ROLSBETERS % R

FTARIITAL DY) R9RD=DTAL > S0, IIVIITEE#T. Compromise Assessment. BRXIEIRUY—F. OSINTREE. MESSIEDIREE. AR ]IRGEERIBHEEE, DATRIRILY — IV BEFE, HMEBsEIE.
DIITL AR, FrH—E ARSI BE

<EOAMLEEIREHI>

-Compromise AssessmentY—JLBIF

=R EEAREICH I RERES£1To/Is. Compromise Assessment (C&BT > RRA > MOMBFRIIRARMIZ1ToTLE YT, Compromise Assessment (B THFEULY—ILEERAL
IV RRA Y MVSIBRINE - A7 ZL TOE S . CNICEDEDRTEROIBNBNSALY MW RFPZRDFHUET . T —FUEEY—IL(&, C/C++/C#/Python TEELTHED. RY—ILOTYTT— MK
SFFYVAREDEFFEITOTVET , RITOKBEFEZIFMUNEL . ZOFEE RO IHOT Iy ZEIRFY—ILISREVIADTLR, ETEREROHIHIEE T,

- REFHREE)

FARITAL YD) (E A2 NORICREONETY . BUABANBERIFELEI N IFRICESIT1T . Ty v—ONDBEB THIA VST ARV R CEWNT, B2 AOBIBZEHY 3lhmE
FIYIUZMAERL TVE Y . RIEREMEINEHBICOVWTFIVvIUAMAEAL. il TR (RHINESRERN OB NI BREREEEZRRL TOET AFTYIUZ MIRBEE OB EIOHRTA
LoSyITI 2y ) OBISICEU TR 7y T T — NUE T . INBOAS TV AEEBO—ITY,

-CTFAOSAN
DEFCON(Pwn, Rev). HTB((cForensic, Rev). Mandiant(Rev) #B3f37% CTF [CBIILTLET . AAICETHEREL TSILTVETS . A>T — AN TRAL, Give&Take ZEAICF—4
LEOEHMINNELTBLSMOEATVET ., 18, CTFPE SHHEO— 20— B TR TH). ZHI AR L3 LhOBEr B TVET,

SN2 TPLZANDENN, BIRESIE
ERORABEIREUNET 3126, Blackhat BREDERNTFLOAICSHN®. BEEROESEHEEL TVET . INSICH DB ERESHEIBLL TSI, BRDLEBKCESOZFIVZRIEILN
AIRET Y,

Pl l0) vl

S T EEEB A NTTI-TROYI1-23 2 I)ERL. BREORERRICEENZ LN BIHETT,
32T LRFERE . CNEFTOTREREENUBNS, CF1UT( SO REF D THr )7 OIRELIS TTRGEY .
S ZEUVLRMAEICLD, D-I31TNTORREBNSEB 2 EDSN B EH LRSI DI TY

FrUPIR
AR TRELRZDIOITYS AP —EREB TR, 1237 NUARS AT —EZDENC, Redteamt —E R, OSINTEZAUS I EDBRIBIRD W - 1245, WebBREMIOt+1U7(Ba% &M, i
SSIEZUHTH —ERDIRM MBLEVEFIVTH —ERZRMILTOVET,

Fe, #HACRZNLYN, IoT/OTHRBOEF 1UF(H—EXPELAFTEIFOTF1UT N —Z>JH—E IR,
SOC (Security Operation Center) TERENZIATLMRRBE, [Y1/\—tF1UF 1 |(CBITEH5DIBEREMEZITOTVET,
¥B2iBU TREATF 1T PRS- Kitie BEVVEKRT, FBRIN(IC, T BOIKN LRI DAY AIHETT .

LBHOtrF1UT4T=hT0J1EIES | https://jp.security.ntt/tech_blog

[AREMF]

(1)—MARITAFI (SABEIRRME. FETAELOME. 2F)L)
(2)—REMIBESRAZFIL (=)L, DZ1=5 =330 RFIAD MERR)
(3)Windows, Linux @75 OFIFRER

(4)PythondFI FRER

(5)RNEHEN (RATEIRGEAN SEHNCkEFIFA T 315)

LERCHAT, TS WSNHERIRS S

(LIEREF2UTACELT, FATT-VELTREUFIFITWS S

(2)Y7 917/ Web7TUr—Sa> BIFHRER (538, MURETR) hed5
(3)1>75 (RybD=0/9-1\) EREROHZT

(4)HES3 12D RERN D75

(5)7AL S IiEBRD®HDT5

(6) NI ILT DFERATIEERN' D75

(D]

Sensitivity Label: Medium



EFIFAMOBBICEAL T, [ZERINEITRAS1IT-IJELTREULATWS A
SRYNI=D) Gy MRS T SEIBRETES S

ARSI UTEISRER (Web7 T, TSyRIA—LAR) OHBH5

*SOCP1> 3T Y MU AR ZF — A TOENFEHERER
EFIIFA(CBIT BT TFA T RE K RIFTIRTOY —NEA > TS OEBFHEER
EFIFANSTTL D RABEDEIEIRER

CTROBHE T 0I5 I BEDTSFAMES E G BEFER

*SANS GCFE, GCFA, GNFA 6LIFZNABHOVTNHOEE
SREETOIZ1IZT - (TRRORBVA

BEER

555 NTTEF2)71 - Sv) Okt
ERRREE EHE
Z2HIEART HIMOEDEL (EF605%. BREANESR)
= £IY : 500559~1,2005M
L JEEE]

AR (1RE%8) : 250,000~
BBHRSEUTHNG : BRSFH KBFH RRFH, VE-N-IFHE
mES5 (RER)  FCE RRERESVCSL TG

RS il
s RRA  (XE§E  REOZHHHLR)
EEHBE ETHBEES XEMEAUL
g ElEY
sUARHARI A (4nR)
TREERSR] SUAAEARISR : 9:00~17:30 (1AR86073)
SRR : JLyIRIA L (O754 LIHEL)
RS S5 B (F1320~3085//8)
(=] FRIABH : 1208%BHR_E% (£BH)
FIRBREAER AMBRREIZANS (BRESAHHRICIOTES)
ERIAEAIR BFARIR. EREIBAIR, S1OTTARR FRAAR. FRIKIR b
HERIR RERRIR - FEFE BARIR - SEURRTR
BHEE EEFEEE
HERSH%E
- EAREVS STIRHIE
HESIEHIE

-BHIEHIE (—EBEREFIMR)

EEFY (BETEERZNEZLTVS. BUKEREEIBEZLTVSAT
NI1FVT T2 OETHAZRIREN TVB45HREDNHE)
SEIEET (GATTED  4h

PEVEAPASZS TEEENH - ILyIR91 LFIDTER. BB RERHEOHBERITOTED, S17T-V/\52ADEDPIVRIFTY,

EIES B] (FFeIdl) @ ROE - KFTOEMS

FHE BEOWMET T OBRERIZ THD, CHEOMKOHZEOEZHB V(BN ETEETT,
FHEDEBEUS(CL T EAMBIt TSV,

J31Z5-33> LR

UE-RD—-IWEERERBBOT, TeamsREIZT1= —2a0Y—)VEEAL. BRIBBEIUVOTVRIRZEITVEY,
Fes BICL~2EATHYA MTATARICEFOTRRBLTVET

L E=5d

T4 HAIC—EOBIRAY, Y-0)LiES) (fl : RILFUVY) BERBL TEBPIZBRIITREBATY.
ZHEUERI R ENLERE
EEI0— EBRRE SRR UREE>2REE (EHEERAIAS SIS TORMERDET) X DREEE. BE/N\v))59> RF1v)e R
SRIONT NTTEF2U71 - Sv)E NTTHIL-TOtF 107N E R A EFRFRBIR R,

TUT20RF LCOB YA N\ - BRI DERV TESHIS TEIRBOYA) 1> FUS IO AL BRIRA - WIS ZFEEUL, FAN—tF1UT(FPIEHEETT,
URGFRINBEOM. D51, BRARKL 127> MIG, BIRETO—BURITO7 /71 THA =T I1V Y —EZ IDIRRCLD,
BER-HRETD, B BERTDINHROKRRICEMLEY .

Sensitivity Label: Medium



